tesm — MR RIEFILE RS

thZgE ( Satoshi Nakamoto )
satoshin@gmx.com
www.bitcoin.org

BE : FRET 2B RYRRATRNE FRERE | BEEAELXITRSERR—TIREHF
XHERIM—TT  PAAFTEE I T INSHL. BARFERIOBRTXNAE , BRNRAE
BE=HISHFA B LENES(TANE |, BBAXMARFEHMAE T FAENNE. BAIEHRE—FRIRTS
£, FRERFERY[RIFMEET | ABLENESI . %M@ RIS 258522 00 LAE]
B BENEFAN— I TREREFRRE T RGN TERIEPRIERFARRZICR | BRIFEFHTHAEERY
TAEEIER , WRHIRZBICREATEL. SERAESAUHEABIRZINSEMFFIRER  MESE
2B CPU itERENZAMI., REXRSHAI CPU iTERENENSBITESERR 2 Mt TS |, 38
LAHERNTRBSERRKAY. BIREENESR. XTRAFAEFENEUREIFED. ERRREAS
NESWEREET , TTRILBERBHIERMANGEG , FERKATERIERESREAEZT mELH]
B A RYAZ A HIIERR.

1. &7

HEW ENRS PSS EENSRTEAT RSB = RMEE FHMER. BRIXERGE
BAZHBR TSR  BRXERFNANEEZHT BT ERIEI" 1955R. HAITEL
WREAIENRS  RASRIWIRRATEESHENESIR. ME/MPNEEE BB
BIRKA | FEMRS T SERRAITHIS/NZ Z NS | BIRH T BRI (325, FHREBERRKEET |
REmmMRSABRTEREN , MRREATFINIFR , BEANHNBZRAAZIR. BABEE
RUBSEIAIRE , MHEERZVSREEE. MERBLIURHECHER , FASRERREGE T E
BPNAER. MSERRAIEATAS , —EAIRIEEEE P ERIA LR @R  BXRRAMFHESE
FRSLIE, TEERYIEMESHIBR T |, XEHE R A R ER AR AR AT LAERAY , FLRS
IRBHE=HERPNHIFE.

AL F(AFEREXF—MEF IR  CETEEZRENAETER  ESEIAR—EEIR0T |,
BB EIEHITT  NTIARER =SNS5, HBRIRSIIRZAIATEE | XHA LRI ERIEER
BTHNE | MY TEERIPEROARLR | MR NRIIEENE =S RN ERR IR, £
XmIEXH , BAWSRH BT R R0 VAR B AR S5 RSk A Bk R BRI /S HEZ IF INLACRATER
FRAUA , NMBERNE (AR, RERESLAIH TR ERENNEM , XTFESIERRNKE
ERNTEEENNEM  ZRARELERT.

2. X5

BINEN , —MEBEFEMEXFN—RHFER | B—(UMEEREN—RRZH T —IAEENAH
BEEENAGINSFES | FAEXNERBMIMEXNERFETIRE | BFEMMAES T T
BE., MIERABENSEHITIEN , MeEBIInXERNEE.



iy ) B
AT 1 i ¢i2 P73
e [ 25 4H (194 tH
T T
— | |
| |
] | (=] | [ ]
' fog " By di
0 il 2
PN P IR BN
A b
pitrEl | it | A7 %311
[FIEERT] SRR L)

ZSENRIAET |, BGRABELIY | ZRINRMFEE | REWIXKMEFEMHRT T WNEZMS, BE
BIRERTSZ | MRSINEEITRE=51E , SEXUTIED B |, KE—EXZ 1T | LB
IENE T, FB—ERZERE XEFEMRERET B , MED AT HEIRFET |
MABER BERAITHRFET  ABRIFE XS IENES T, AR ENERET
BNEMARGHIMIEZERMTIERED AT , BN —EXZHELINZIEN] ATHIA , MXET
I FHER—2RIRIT.

BNRBERARABENTIE | SR ZBINEE RBNERRENRZ LRSS, NBBLEE , AT
FEIBR , SRR EBNBEXRINRRTARBZIBIRENRS | MARERIXERZRKEZERER
BUEXMN=R. ATHRERZZEAFEN , BAE—RSERERE AR LSRRGS,
mEmh REER , &N SREAEIIRS , FRRE T X B7iIREINr. NREEEBEF R HH
BREBE=TTHNMM , BARBEEMNIARATER , RIFERENRFANMESSE | #EE—NA
HBEERZEFS. BERABERHREL BB ASHI T REBARIZR B 28X HIL.

3. HEEMRS=S

KERLEERRE— "HEBIRSR" . HEERSSREIXS AR R A — A EIRESLI AL
SUTIAN_ERS/EIRL , FHAZRENAZ AT & , s EsEE SR RE SRR — . T2, iZAJE
BRI EHIRUAT S ER AZRREEN | BARBEZIZEFE T 4 8EREUER A EG !
8. S IERNSSRI— MR EBAANEETEGUET | B E/ERIRERERRS <RI — R E)RH
1TIE5E | XEERUIZRG 7 — SR



-y — | H

X Bt X B

T i 5 5 s

4. T{rZuths

AT ERMSRBVER EE— Ao BRIRTERERSS R | (MNGIREEE R RS E— R TIERA S
B BIEFZE—NEMT I L AR ENRRNE, EHTHNESGIEER , TIEEIERIHESIA T
RE—MSEEREEIIE , B3R SHA-256 T, BEHEGIELL— 1N EE1 0 TR, BBAREE 0 RIEER
£ HEXANMERMTREEN TFESEEEEK , MAERETRENNEE—RRENATIEE.
BAVEXRPIME—DBENEL , X EEEESR S E X RAFENAFIELIN TFFRIBAZ 1 0. K
MNBERESHFRFEIXMENE , BERHLEIALLE , XERAREE T — N TFEIERNH. [REi% CPU
FERNTIFEREHEIZTIFEIERNGE , BBARIEENRTAEINIEE | ZKRVEEMATEL.
AT ZEHIXREMEREZXRZ N, ILIBEERZKRPEIER , EFREHN Tl EEXER
e ITIFE.

[X b X Bk

—-FI > A1 WAL 7 CLE e FAHLL

Tx [} Tx Tx

B , ZTEEIERBHEIARRR TAESEMIRERRR |, IERASHNEE., MRREAZSHNSAEET
IP inty , — IP ithlit—5% |, BPANRE ABEDECAE IP HUARS] , NAZANEIFERBIR Y. MIFE
IEBBHEIRARNZ— CPU —F, "ASH" RERENRKAE BARKARE S TRANIEER.,
SNRARZER CPU JoigsERI T izl | BBAIRSEAUER B LARIRANEREIER | FHBEEMAIR SR HER. W
SEEXNEHMAIK R TIER | WEELIREFFAIZ X R TIERIMMZ KR IGRTE XIRAITIE
B, AREE MBI RITIEE. FIMSERIOER , RE—MRIENKREE BT LHENX
R, BRAE IR 2IEHUER.

B—NEREE  EHRIEHEREASEEK , MYRSSNESIERUSERRA. ATERXNEDE
TEEIERREREIS R AR BRAITERME | AISHERERSE/NTERKRIEEAFE T
ERTIIEL, NRXRERRIEETIR | BRAKREMR SRS,



5. W%

ETZMERIE TR

1) FRBAEREI T HE ;

2) BT REBEEINRZBERIN— KRS ;

3) NP RE=IIEE CHXRPHE— N EERBHEREN T(EEIA ;

4) Z—UREET NI , CRESMNETT 7% |

5) ZENSEEEZKRPIERZEEERNEZRRFEIN , At R INEZKRERME ;

6) Efth TR )ZZizXIR |, MEnEZNGE  WEEREZXRIKE | SREHHIKRLAFERZ
HESR | TOISHURR X RAIREH A IEM DS TR X RAYBELES HE.

TRIARESRISHTER AR |, FHFERTRIERE. WRERNTRERT ERRRASAIHT
XIR | BRAEMT REEEIZ K RAGR A ISR SR, JIERZ | iSRRI EIRI K R E Y]
EHTTAE  BhREBIMTEE | LB RRERIESR. ZER (tie) FITHRESEIT—1LT
{EEIEAAHRAIL , MEBPH—FREBIESTNRRRIN—K | BMAER R0 R L TR RfgaE
MFE , FHATERIRAINER ETIF.

FMB "HRZE & | LR ELAFTERXEPTR. REXZEREBRARBSHTIR , BRAf
B RREBEH—XRP, MEXROEIREFNEERREEREENN. IR— M TRIREKE
RREXR , BAZTRBSAME CHRETE MR |, BHaLURH B C THIZXRATEK.

6. A0

AN - BPMXROF—EXZHTRIRMLE | 2B —EZzKRENEE BERIFRIREF
&R, XERUEINT T RSFRZMBHIER , FERBEPRENMRTETRIERT | =BT PSR
FERMOECEIRBIRAI—FTTE, XIS —EHEN R HIEREIRMRETRITE  IFEEUTHE
BRFEERET FFEESIANTRER. L, CPU B EFEDEFERE BRI,
BI—NEBIRRENR3 22, MREERXZEMHENTANE  BPLAETHERRE | ZXBDES
HIRMNEZ X RATEEN . REREHENBFENEEHNRE | BBABMIE I LR AT
KRRZE | BIASEHRAHMEEE R TEERAK.

AR F BB TEM T RIRFPRSE. MR — RIS BRSNS RITERIEE SR
CPUIHES , BBaftsimlia—MNER | BEAKERTREETF-EHRFED 8@ BERTHITTX
XRE. Baftiaxil , ERANTSE, BEETEREEFUERN. ENzSRNESHESHREE
ZHRRTFED , MARBAXNREFEEHEEBVERERIEZIR.

7. [BIELEZS(A]



MREANRZEEWMNT BBESHIXKRZF |, BBAMALUEFZRZ B BIRIETE | LARKHEEEESE,
7T ERHRIRNMRE X RAFENAGIE | KBEERBETEGIRT |, 2 —FEse /R (Merkle tree)Rd
A& (EERBREAINT XRABENEGIE. BIR%MID SRS  EXRBEERESE. A

*E.‘BE’\JB@M%WMEEZ:Z\{%TE’\J .

D e b, 6 Bk D e, Bk

| = Ak ][ FEHLEE I I Z B ]I R LS I

[ woan | L e |
Zf?z?:_' ﬂfﬁ_ _z'THE_.. ﬁffﬂﬁ.
[0 | [ma ] || [Ta] ™3
LiMerklestf JE B9 (1) 22 5 FETr0-2 MK e v 8T 3

FERBEENXHILAIMIE 80 F15, MRFANREXFEMIIEEAT 10 DEF—1 , BBAB—FF~
HEHIEIEAL 4.2MB, (80 bytes * 6 * 24 * 365 = 42MB ) , 2008 & , PC RAEENNFSE N 2GB
REBE/REENTS | EEEBNXELFETRIEZ PER M,

8. ELRISZITHIA

ERNEITRBMNETIRAIER T |, BRI TR, — M EPREEREBRRNTEEERERIX
BRAAIEN  EHLARMANSLERE , BEICHEE CRERIKRIESR | FaBBd iR (Merkle
tree) A9 STER CHIN_ LR EBFNAKRIIDRZZ. T8 EBTHINZRX BB RAR A8

1, EETEHEERNEME  EMEEENTRBEEEZYE , AR THEENNXKREH—
BB ZEITE.
I AR S UEW) B
—tof emwme | [ ans ] o mowmm | [ mwns | » cnmme | [ wns | e
Loea ]
0 | §_ ﬁ*mlﬁz

Merkleftf [ [JTX3M 4L

mliE: | RolE:




SEIBR | REHSEAIT RS TGS | RIHMETSEN. B2 SERK—MTENLINKES
AT | BRBRAMEES. EAMETREEBERTMARZNER | RERGE RISt RIFTES
HE  BHANEISRIEEIRZRZZHIRE. BA—PITHRBHE | REMIAR T — M ERHIX
R, MMZIAHER  WEIERIIBFE AT TERE SH RN KRR ZHI7ZRER |, LMEHE
BRA—E#HTHRE. MTEESRERBRMCIBIIE , TeNeFRiE TiIBE Ci=EDLR | L
CRIFIARYRS Se 2 IS RTTRIE .

9. MENAEGSHE

SRR LABNRMERTEEF M THE | BRNTE— R FEMRIRAREIRRZZ B E— TR
£ ATEENMESTEESSHE , KEFRITATURAS MNAANTEL. —RMSEFRRINMERAR
AR ZHERRIE—BA |, 5EAFE/L MM EBR/NRIRRZ 2RI ITEA | ERBHEZRER
N —METXY B NFERTANERTHE.

B
— ¥ # -
L i
— 5 >

a
£
M

FEEHNE  S—EXZNMTZRINZERZN , XERBZNFERMTZERS  BXAFFEE
AEE, EAXNTNEA AR ERFRR AR LN RZHE.

10. BSFA

k2 R R

spiEa — 2z | OEEHE | gl EEE
L =4 -
|

b
=

SR R

SHER T =

%
S




EFRNET REIRZHNSEEBRME T —EEENRAARE , BB EENBE=S0RNRZER
REEZRN. BRNRERZERREMHT &, EWEXFNGIERAT. BEEFAMARTLUE
ZRIP  BRBRIFAESR. ARBHNERNNEERENAS—EHENERAE TS —TA B
RELIBZZ ZRIFERIABRRE—IE , Bk , 2RELRE  XEARRRE. XRKRERZAA
HEMSERERMN  RERXZAKERINE. XZERICREXEAHERR  BEXZWSHIBHEEA]
ATFEE.

{EPRRSMOTRBSTENE | ERE R LULEIRZEBEM— ML | LSRR LR G AR — P E
FrEE. ERETHTRANGE  —EEE LRBMERTTERAY , EAFTRMARPXLEHE
BTRE—1AEE. WIHHIKEET , MRESANE— N LBPEEAET . BPABATLUEMHLEART
HEeREX5.

11. it&

RIBINTER | — M EE LB AR BRI HEE X RS, BMEERE TX—ER/ ,
ERBNRS ARSI THEZPREST | tkoRESeENME & FERFATETE
ENET. XREAN T RBASERTHIRS MM RKIEASEZ— 188 T TRERIIXER,
— M REERME  REEEXME CHIRAER | FALEZEHERINITEEI AR,
SCHESMINE S IR ARRE | LB XMIETE S KA. RIIEME X IRSRSRIER T —
XER , EEGSEME+1 , MAMSEHNREEASERAEER T — MR | #F15EIE-1.

A BB NE —BEEERERIAT e | A LA EMIERER . (RE—MEERETIRANESIE
R REFHRHTEEREATSIIES | IEEM EECHSE. BARMNTLATEbE SR
R, RRIZREET DHSTiE R

p = WS ARG T A
q = Bl & wlE T SR

4: = T E R T 2 KRG 2
1 ifp=q
9= = {{ﬂ)z ifp > q}
p
BRE p>q , APAILEAZNEISERBE A XREBUE KM EPFEEMC T, BTHRENEEIHA | R
A BESEIZ B RIEMIRISAT] | ARAMBIRIS IR SREERT BRI MBS R, APABAIEE—
MEAABESFZKIE , TeEEBRETRACEEUERRZZT . FIMBRRARAR—AUIRE
% FREIERAE—REEREEHEEMENRT  ARUBXHITIEN (LB C. BRI
ANEHSAIX—R , (BT,
WERNERL T HE—XEPAS | RERMBE— MRS R RAEEITRA. G LBGLELITS
5 ASRATS R — N KRR I KR TIEE BEIESIE AR KRR TIRseiEs |
BAMRIITAY. SRR , RERS—BAY , KEEHMHeNEESE—FEa TIXXB B R
HOFATHESS.
REMANGFRFRZHIEE N XRG | RREFE z MXRIEHRES. LA, A aEmIANER

TECEHRETZOIMRR | BRRIDHSEXRGFEETIIFTRBLE— KR |, BBANEERIEE
HREFE— MBS |, DHRIEIREDR



A= zE
p
HEFE , ATHERGEEET AR | HITENEEESHEXIRMEREIN D RAIEREE | Fld

I8 TG E RSB LRI,

i)\ke—;‘ Hew jfk=z
——1p

|
k=0 I 1 ifk >z

AT | RIS TRREISRAN :

Z

Aka—h (z—k)
1_2 Kl (1_(5) :
k=0 B
SRR CIESH :

#include <math.h>
double AttackerSuccessProbability(double g, int z)
{
doublep =1.0-q;
double lambda =z * (q / p);
double sum = 1.0;
inti, k;
for (k = 0; k <=z k++)
{
double poisson = exp(-lambda);
for(i=1;i<=k;i++)
poisson *= lambda / i;
sum -= poisson * (1 - pow(q / p, z - k));
}
return sum;
}
MEHTIER | BAITLUSEINTASRER | RIS z (EE288TE.
% q=0.10
z=0 P=1.0000000
z=1 P=0.2045873
z=2 P=0.0509779
z=3 P=0.0131722
z=4 P=0.0034552



z=5 P=0.0009137
z=6 P=0.0002428
z=7 P=0.0000647
z=8 P=0.0000173
z=9 P=0.0000046
z=10 P=0.0000012
% q=0.3 A

z=0 P=1.0000000
z=5 P=0.1773523
z=10 P=0.0416605
z=15 P=0.0101008
z=20 P=0.0024804
z=25 P=0.0006132
z=30 P=0.0001522
z=35 P=0.0000379
z=40 P=0.0000095
z=45 P=0.0000024
z=50 P=0.0000006
KRS P<0.1%M z & :
J9fs P<0.001 , M
q=0.10 z=5
q=0.15z=8
q=0.20 z=11
q=0.25z=15
q=0.30z=24
q=0.35z=41
q=0.40 z=89
q=0.45 z=340

124518

BAVELRE T —MAFEERATNM R FINERR. BB TEENBFEMIIBFERRE
ERXFNRGENERURHE TRE NS , BRARBLIERNEST, ATHRRXNIER , FiURET
—FRAIFEIEBNHNRN RMNSRICRRBIATHES | RBWELRIT megismhl4a RS #H) CPU
THEREN | MEEBREEEL DELNERZICR. ZNESFGEEZAMETeEE ErEEE. TR
ERNTEARSBORMULRIZA , RFEROONE. SIMDRBIAFERRECHNSD  BTRSERR
RN EFLEAER , FIUARBERERASERENE. TRILABEREFMNG , MAAEITIIARLE
tHIFESS EARBEEIFTEEF RN TEEIEBRTERADA], 7 RiBid B Ol CPU iTE DR TIRE |,
RSB RN | I FRRERERIXRIERFIAE CRIFIA | FHEBETTHRIXIRZ SR
RKERUFTESR, AMEREEST IR REFEMRATHEERNEENFEEE.

SERH



[1] W. Dai, "b-money," http://www.weidai.com/bmoney.txt, 1998.

[2] H. Massias, X.S. Avila, and J.-J. Quisquater, "Design of a secure timestamping service with
minimal trust requirements," In 20th Symposium on Information Theory in the Benelux, May
1999.

[3] S. Haber, W.S. Stornetta, "How to time-stamp a digital document," In Journal of Cryptology,
vol 3, no2, pages 99-111, 1991.

[4] D. Bayer, S. Haber, W.S. Stornetta, "Improving the efficiency and reliability of digital
time-stamping,” In Sequences II: Methods in Communication, Security and Computer Science,
pages 329-334, 1993.

[5] S. Haber, W.S. Stornetta, "Secure names for bit-strings," In Proceedings of the 4th ACM

Conference on Computer and Communications Security, pages 28-35, April 1997.

[6] A. Back, "Hashcash - a denial of service counter-measure,"
http://www.hashcash.org/papers/hashcash.pdf, 2002.

[7]1 R.C. Merkle, "Protocols for public key cryptosystems,” In Proc. 1980 Symposium on Security
and Privacy, IEEE Computer Society, pages 122-133, April 1980.

[8] W. Feller, "An introduction to probability theory and its applications," 1957.



