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Netkiller 系列手札 已经被 Github 收录，并备份保存在北极地下250米深的代码库中，备
份会保留1000年。

Preserving open source software for future generations

The world is powered by open source software. It is a hidden cornerstone of modern
civilization, and the shared heritage of all humanity.

The GitHub Arctic Code Vault is a data repository preserved in the Arctic World Archive
(AWA), a very-long-term archival facility 250 meters deep in the permafrost of an Arctic
mountain.

We are collaborating with the Bodleian Library in Oxford, the Bibliotheca Alexandrina in
Egypt, and Stanford Libraries in California to store copies of 17,000 of GitHub’s most popular
and most-depended-upon projects—open source’s “greatest hits”—in their archives, in
museum-quality cases, to preserve them for future generations.

https://archiveprogram.github.com/arctic-vault/

https://archiveprogram.github.com/arctic-vault/
https://archiveprogram.github.com/arctic-vault/
https://archiveprogram.github.com/arctic-vault/
https://archiveprogram.github.com/arctic-vault/
https://archiveprogram.github.com/arctic-vault/
https://archiveprogram.github.com/arctic-vault/
https://archiveprogram.github.com/arctic-vault/


自述

《Netkiller 系列 手札》是一套免费系列电子书，netkiller 是
nickname 从1999 开使用至今，“手札” 是札记，手册的含义。

2003年之前我还是以文章形式在BBS上发表各类技术文章，后来发现文
章不够系统，便尝试写长篇技术文章加上章节目录等等。随着内容增加，
不断修订，开始发布第一版，第二版......



IT知识变化非常快，而且具有时效性，这样发布非常混乱，经常有读者
发现第一版例子已经过时，但他不知道我已经发布第二版。

我便有一种想法，始终维护一个文档，不断更新，使他保持较新的版本不
过时。

第一部电子书是《PostgreSQL 实用实例参考》开始我使用 
Microsoft Office Word 慢慢随着文档尺寸增加 Word 开始表现出
力不从心。

我看到PostgreSQL 中文手册使用SGML编写文档，便开始学习
Docbook SGML。使用Docbook写的第一部电子书是《Netkiller 
Postfix Integrated Solution》这是Netkiller 系列手札的原
型。

至于“手札”一词的来历，是因为我爱好摄影，经常去一个台湾摄影网
站，名字就叫“摄影家手札”。

由于硬盘损坏数据丢失 《Netkiller Postfix Integrated 
Solution》 的 SGML文件已经不存在; Docbook SGML存在很多缺陷
UTF-8支持不好，转而使用Docbook XML.

目前技术书籍的价格一路飙升，动则￥80，￥100，少则￥50，￥60.
技术书籍有时效性，随着技术的革新或淘汰，大批书记成为废纸垃
圾。并且这些书技术内容雷同，相互抄袭，质量越来越差，甚至里面
给出的例子错误百出，只能购买影印版，或者翻译的版本。

在这种背景下我便萌生了自己写书的想法，资料主要来源是我的笔记
与例子。我并不想出版，只为分享，所有我制作了基于CC License 发
行的系列电子书。

本书注重例子，少理论（捞干货），只要你对着例子一步一步操作，
就会成功，会让你有成就感并能坚持学下去，因为很多人遇到障碍就
会放弃，其实我就是这种人，只要让他看到希望，就能坚持下去。

1. 写给读者

为什么写这篇文章



有很多想法,工作中也用不到所以未能实现，所以想写出来,和大家
分享.有一点写一点,写得也不好,只要能看懂就行,就当学习笔记了.

开始零零碎碎写过一些文档，也向维基百科供过稿，但维基经常
被ZF封锁，后来发现sf.net可以提供主机存放文档，便做了迁移。并开
始了我的写作生涯。

这篇文档是作者20年来对工作的总结,是作者一点一滴的积累起来
的，有些笔记已经丢失，所以并不完整。

因为工作太忙整理比较缓慢。目前的工作涉及面比较窄所以新文
档比较少。

我现在花在技术上的时间越来越少，兴趣转向摄影，无线电。也
想写写摄影方面的心得体会。

写作动力:

曾经在网上看到外国开源界对中国的评价，中国人对开源索取无
度，但贡献却微乎其微.这句话一直记在我心中，发誓要为中国开源事
业做我仅有的一点微薄贡献

另外写文档也是知识积累，还可以增加在圈内的影响力.

人跟动物的不同,就是人类可以把自己学习的经验教给下一代人.下
一代在上一代的基础上再创新,不断积累才有今天.

所以我把自己的经验写出来,可以让经验传承

没有内容的章节:

目前我自己一人维护所有文档，写作时间有限，当我发现一个好
主题就会加入到文档中，待我有时间再完善章节，所以你会发现很多
章节是空无内容的.

文档目前几乎是流水帐试的写作，维护量很大，先将就着看吧.



我想到哪写到哪,你会发现文章没一个中心,今天这里写点,明天跳过本
章写其它的.
文中例子绝对多,对喜欢复制然后粘贴朋友很有用,不用动手写,也省时
间.
理论的东西,网上大把,我这里就不写了,需要可以去网上查.
我爱写错别字,还有一些是打错的,如果发现请指正.
文中大部分试验是在Debian/Ubuntu/Redhat AS上完成.

写给读者
至读者：
我不知道什么时候，我不再更新文档或者退出IT行业去从事其他工
作，我必须给这些文档找一个归宿，让他能持续更新下去。
我想捐赠给某些基金会继续运转，或者建立一个团队维护它。
我用了20年时间坚持不停地写作，持续更新，才有今天你看到的
《Netkiller 手扎》系列文档，在中国能坚持20年，同时没有任何收
益的技术类文档，是非常不容易的。
有很多时候想放弃，看到外国读者的支持与国内社区的影响，我坚
持了下来。
中国开源事业需要各位参与，不要成为局外人，不要让外国人说：
中国对开源索取无度，贡献却微乎其微。
我们参与内核的开发还比较遥远，但是进个人能力，写一些文档还
是可能的。

系列文档

下面是我多年积累下来的经验总结，整理成文档供大家参考:

Netkiller Architect 手札
Netkiller Developer 手札
Netkiller PHP 手札
Netkiller Python 手札
Netkiller Testing 手札

clbr://internal.invalid/book/architect/index.html
clbr://internal.invalid/book/developer/index.html
clbr://internal.invalid/book/php/index.html
clbr://internal.invalid/book/python/index.html
clbr://internal.invalid/book/testing/index.html


Netkiller Cryptography 手札
Netkiller Linux 手札
Netkiller FreeBSD 手札
Netkiller Shell 手札
Netkiller Security 手札
Netkiller Web 手札
Netkiller Monitoring 手札
Netkiller Storage 手札
Netkiller Mail 手札
Netkiller Docbook 手札
Netkiller Version 手札
Netkiller Database 手札
Netkiller PostgreSQL 手札
Netkiller MySQL 手札
Netkiller NoSQL 手札
Netkiller LDAP 手札
Netkiller Network 手札
Netkiller Cisco IOS 手札
Netkiller H3C 手札
Netkiller Multimedia 手札
Netkiller Management 手札
Netkiller Spring 手札
Netkiller Perl 手札
Netkiller Amateur Radio 手札

clbr://internal.invalid/book/cryptography/index.html
clbr://internal.invalid/book/linux/index.html
clbr://internal.invalid/book/freebsd/index.html
clbr://internal.invalid/book/shell/index.html
clbr://internal.invalid/book/security/index.html
clbr://internal.invalid/book/www/index.html
clbr://internal.invalid/book/monitoring/index.html
clbr://internal.invalid/book/storage/index.html
clbr://internal.invalid/book/mail/index.html
clbr://internal.invalid/book/docbook/index.html
clbr://internal.invalid/book/version/index.html
clbr://internal.invalid/book/database/index.html
clbr://internal.invalid/book/postgresql/index.html
clbr://internal.invalid/book/mysql/index.html
clbr://internal.invalid/book/nosql/index.html
clbr://internal.invalid/book/ldap/index.html
clbr://internal.invalid/book/network/index.html
clbr://internal.invalid/book/cisco/index.html
clbr://internal.invalid/book/h3c/index.html
clbr://internal.invalid/book/multimedia/index.html
clbr://internal.invalid/book/management/index.html
clbr://internal.invalid/book/spring/index.html
clbr://internal.invalid/book/perl/index.html
clbr://internal.invalid/book/radio/index.html


2. 作者简介

陈景峰 ( ㄔㄣ ㄐ丨ㄥ ㄈㄥ )

Nickname：netkiller | English name: Neo chen | Nippon name: ちんけいほう (音訳) | Korean
name: 천징봉 | Thailand name: ภูมิภาพภูเขา | Vietnam: Trần Cảnh Phong

社交帐号
个人网站 | 繁体中文 | Github | 知乎专栏 | Facebook | Linkedin | Youtube | Bilibili

爱好

徒步、骑行、露营、自驾游、无线电、音乐、摄影爱好者

业余无线电爱好者

Callsign(呼号): BG7NYT | QTH: ZONE CQ24 ITU44 ShenZhen, China

常住 QTH1：广东省深圳市南山区蛇口半岛城邦三期

周末 QTH2：广东省惠州市惠阳区三街道碧桂园·山河城

偶尔 QTH3：广东省深圳市龙华新区民治街道溪山美地

我的AI项目

魔簧智脑（Elastolink）

哩呐呐（Leenana）

Yolo 图像工作站

AI 中医舌诊

AI 冬虫夏草识别

想了解更多关于陈景峰（netkiller）的信息，问豆包/元宝/Deepseek/ChatGPT：

1. 陈景峰（netkiller）

2. 陈景峰（netkiller）是是谁？

http://zh.wikipedia.org/wiki/%E6%B3%A8%E9%9F%B3%E7%AC%A6%E8%99%9F
clbr://www.netkiller.cn/
http://netkiller.sourceforge.net/
https://github.com/netkiller
https://zhuanlan.zhihu.com/netkiller
https://www.facebook.com/bg7nyt
http://cn.linkedin.com/in/netkiller/
https://www.youtube.com/user/bg7nyt/videos
https://space.bilibili.com/486347986
http://www.qrz.com/db/BG7NYT
https://www.bing.com/search?q=%E9%AD%94%E7%B0%A7%E6%99%BA%E8%84%91
https://www.bing.com/search?q=%E5%93%A9%E5%91%90%E5%91%90
https://saas.netkiller.cn/workstation/index.html
https://saas.netkiller.cn/medical/index.html
https://saas.netkiller.cn/cordyceps/index.html


3. 陈景峰（netkiller）对开源有什么贡献？

《Netkiller 系列 手札》电子书作者

Netkiller 系列手札 已经被 Github 收录，并备份保存在北极地下250米深的代码库中，备
份会保留1000年。

表 1. Netkiller 系列免费电子书
Netkiller Management
手札

EPUB | MOBI | PDF

Netkiller Architect 手札

EPUB | MOBI | PDF

Netkiller Linux 手札

EPUB | MOBI | PDF

Netkiller Android 手札

EPUB | MOBI | PDF

Netkiller Java 手札

EPUB | MOBI | PDF

Netkiller Spring 手札

EPUB | MOBI | PDF

Netkiller Python 手札

EPUB | MOBI | PDF

Netkiller Docbook 手札

EPUB | MOBI | PDF
Netkiller DevOps 手札

EPUB | MOBI | PDF

Netkiller Container 手札

EPUB | MOBI | PDF

Netkiller Monitor 手札

EPUB | MOBI | PDF

Netkiller Web 手札

EPUB | MOBI | PDF
Netkiller Database 手札

EPUB | MOBI | PDF

Netkiller MySQL 手札

EPUB | MOBI | PDF

Netkiller NoSQL 手札

EPUB | MOBI | PDF

Netkiller Shell 手札

EPUB | MOBI | PDF
Netkiller Blockchain 手
札

EPUB | MOBI | PDF

Netkiller Radio 手札

EPUB | MOBI | PDF
 

下载 Netkiller 系列手札电子书 (epub,kindle,chm,pdf)
EPUB https://github.com/netkiller/netkiller.github.io/tree/master/download/epub
MOBI https://github.com/netkiller/netkiller.github.io/tree/master/download/mobi
PDF https://github.com/netkiller/netkiller.github.io/tree/master/download/pdf
CHM https://github.com/netkiller/netkiller.github.io/tree/master/download/chm

clbr://internal.invalid/book/management/index.html
clbr://internal.invalid/book/management/index.html
clbr://internal.invalid/book/management/index.html
clbr://internal.invalid/book/management/index.html
clbr://internal.invalid/book/management/index.html
clbr://internal.invalid/book/management/index.html
clbr://internal.invalid/book/management/index.html
clbr://internal.invalid/book/management/index.html
clbr://internal.invalid/book/download/epub/Netkiller-Management.epub
clbr://internal.invalid/book/download/mobi/Netkiller-Management.mobi
clbr://internal.invalid/book/download/pdf/Netkiller-Management.pdf
clbr://internal.invalid/book/architect/index.html
clbr://internal.invalid/book/architect/index.html
clbr://internal.invalid/book/architect/index.html
clbr://internal.invalid/book/architect/index.html
clbr://internal.invalid/book/architect/index.html
clbr://internal.invalid/book/architect/index.html
clbr://internal.invalid/book/architect/index.html
clbr://internal.invalid/book/download/epub/Netkiller-Architect.epub
clbr://internal.invalid/book/download/mobi/Netkiller-Architect.mobi
clbr://internal.invalid/book/download/pdf/Netkiller-Architect.pdf
clbr://internal.invalid/book/linux/index.html
clbr://internal.invalid/book/linux/index.html
clbr://internal.invalid/book/linux/index.html
clbr://internal.invalid/book/linux/index.html
clbr://internal.invalid/book/linux/index.html
clbr://internal.invalid/book/linux/index.html
clbr://internal.invalid/book/linux/index.html
clbr://internal.invalid/book/download/epub/Netkiller-Linux.epub
clbr://internal.invalid/book/download/mobi/Netkiller-Linux.mobi
clbr://internal.invalid/book/download/pdf/Netkiller-Linux.pdf
clbr://internal.invalid/book/android/index.html
clbr://internal.invalid/book/android/index.html
clbr://internal.invalid/book/android/index.html
clbr://internal.invalid/book/android/index.html
clbr://internal.invalid/book/android/index.html
clbr://internal.invalid/book/android/index.html
clbr://internal.invalid/book/android/index.html
clbr://internal.invalid/book/download/epub/Netkiller-Android.epub
clbr://internal.invalid/book/download/mobi/Netkiller-Android.mobi
clbr://internal.invalid/book/download/pdf/Netkiller-Android.pdf
clbr://internal.invalid/book/java/index.html
clbr://internal.invalid/book/java/index.html
clbr://internal.invalid/book/java/index.html
clbr://internal.invalid/book/java/index.html
clbr://internal.invalid/book/java/index.html
clbr://internal.invalid/book/java/index.html
clbr://internal.invalid/book/java/index.html
clbr://internal.invalid/book/download/epub/Netkiller-Java.epub
clbr://internal.invalid/book/download/mobi/Netkiller-Java.mobi
clbr://internal.invalid/book/download/pdf/Netkiller-Java.pdf
clbr://internal.invalid/book/spring/index.html
clbr://internal.invalid/book/spring/index.html
clbr://internal.invalid/book/spring/index.html
clbr://internal.invalid/book/spring/index.html
clbr://internal.invalid/book/spring/index.html
clbr://internal.invalid/book/spring/index.html
clbr://internal.invalid/book/spring/index.html
clbr://internal.invalid/book/download/epub/Netkiller-Spring.epub
clbr://internal.invalid/book/download/mobi/Netkiller-Spring.mobi
clbr://internal.invalid/book/download/pdf/Netkiller-Spring.pdf
clbr://internal.invalid/book/python/index.html
clbr://internal.invalid/book/python/index.html
clbr://internal.invalid/book/python/index.html
clbr://internal.invalid/book/python/index.html
clbr://internal.invalid/book/python/index.html
clbr://internal.invalid/book/python/index.html
clbr://internal.invalid/book/python/index.html
clbr://internal.invalid/book/download/epub/Netkiller-Python.epub
clbr://internal.invalid/book/download/mobi/Netkiller-Python.mobi
clbr://internal.invalid/book/download/pdf/Netkiller-Python.pdf
clbr://internal.invalid/book/docbook/index.html
clbr://internal.invalid/book/docbook/index.html
clbr://internal.invalid/book/docbook/index.html
clbr://internal.invalid/book/docbook/index.html
clbr://internal.invalid/book/docbook/index.html
clbr://internal.invalid/book/docbook/index.html
clbr://internal.invalid/book/docbook/index.html
clbr://internal.invalid/book/download/epub/Netkiller-Docbook.epub
clbr://internal.invalid/book/download/mobi/Netkiller-Docbook.mobi
clbr://internal.invalid/book/download/pdf/Netkiller-Docbook.pdf
clbr://internal.invalid/book/devops/index.html
clbr://internal.invalid/book/devops/index.html
clbr://internal.invalid/book/devops/index.html
clbr://internal.invalid/book/devops/index.html
clbr://internal.invalid/book/devops/index.html
clbr://internal.invalid/book/devops/index.html
clbr://internal.invalid/book/devops/index.html
clbr://internal.invalid/book/download/epub/Netkiller-DevOps.epub
clbr://internal.invalid/book/download/mobi/Netkiller-DevOps.mobi
clbr://internal.invalid/book/download/pdf/Netkiller-DevOps.pdf
clbr://internal.invalid/book/container/index.html
clbr://internal.invalid/book/container/index.html
clbr://internal.invalid/book/container/index.html
clbr://internal.invalid/book/container/index.html
clbr://internal.invalid/book/container/index.html
clbr://internal.invalid/book/container/index.html
clbr://internal.invalid/book/container/index.html
clbr://internal.invalid/book/download/epub/Netkiller-Container.epub
clbr://internal.invalid/book/download/mobi/Netkiller-Container.mobi
clbr://internal.invalid/book/download/pdf/Netkiller-Container.pdf
clbr://internal.invalid/book/monitor/index.html
clbr://internal.invalid/book/monitor/index.html
clbr://internal.invalid/book/monitor/index.html
clbr://internal.invalid/book/monitor/index.html
clbr://internal.invalid/book/monitor/index.html
clbr://internal.invalid/book/monitor/index.html
clbr://internal.invalid/book/monitor/index.html
clbr://internal.invalid/book/download/epub/Netkiller-Monitoring.epub
clbr://internal.invalid/book/download/mobi/Netkiller-Monitoring.mobi
clbr://internal.invalid/book/download/pdf/Netkiller-Monitoring.pdf
clbr://internal.invalid/book/www/index.html
clbr://internal.invalid/book/www/index.html
clbr://internal.invalid/book/www/index.html
clbr://internal.invalid/book/www/index.html
clbr://internal.invalid/book/www/index.html
clbr://internal.invalid/book/www/index.html
clbr://internal.invalid/book/www/index.html
clbr://internal.invalid/book/download/epub/Netkiller-Web.epub
clbr://internal.invalid/book/download/mobi/Netkiller-Web.mobi
clbr://internal.invalid/book/download/pdf/Netkiller-Web.pdf
clbr://internal.invalid/book/database/index.html
clbr://internal.invalid/book/database/index.html
clbr://internal.invalid/book/database/index.html
clbr://internal.invalid/book/database/index.html
clbr://internal.invalid/book/database/index.html
clbr://internal.invalid/book/database/index.html
clbr://internal.invalid/book/database/index.html
clbr://internal.invalid/book/download/epub/Netkiller-Database.epub
clbr://internal.invalid/book/download/mobi/Netkiller-Database.mobi
clbr://internal.invalid/book/download/pdf/Netkiller-Database.pdf
clbr://internal.invalid/book/mysql/index.html
clbr://internal.invalid/book/mysql/index.html
clbr://internal.invalid/book/mysql/index.html
clbr://internal.invalid/book/mysql/index.html
clbr://internal.invalid/book/mysql/index.html
clbr://internal.invalid/book/mysql/index.html
clbr://internal.invalid/book/mysql/index.html
clbr://internal.invalid/book/download/epub/Netkiller-MySQL.epub
clbr://internal.invalid/book/download/mobi/Netkiller-MySQL.mobi
clbr://internal.invalid/book/download/pdf/Netkiller-MySQL.pdf
clbr://internal.invalid/book/nosql/index.html
clbr://internal.invalid/book/nosql/index.html
clbr://internal.invalid/book/nosql/index.html
clbr://internal.invalid/book/nosql/index.html
clbr://internal.invalid/book/nosql/index.html
clbr://internal.invalid/book/nosql/index.html
clbr://internal.invalid/book/nosql/index.html
clbr://internal.invalid/book/download/epub/Netkiller-NoSQL.epub
clbr://internal.invalid/book/download/mobi/Netkiller-NoSQL.mobi
clbr://internal.invalid/book/download/pdf/Netkiller-NoSQL.pdf
clbr://internal.invalid/book/shell/index.html
clbr://internal.invalid/book/shell/index.html
clbr://internal.invalid/book/shell/index.html
clbr://internal.invalid/book/shell/index.html
clbr://internal.invalid/book/shell/index.html
clbr://internal.invalid/book/shell/index.html
clbr://internal.invalid/book/shell/index.html
clbr://internal.invalid/book/download/epub/Netkiller-Shell.epub
clbr://internal.invalid/book/download/mobi/Netkiller-Shell.mobi
clbr://internal.invalid/book/download/pdf/Netkiller-Shell.pdf
clbr://internal.invalid/book/blockchain/index.html
clbr://internal.invalid/book/blockchain/index.html
clbr://internal.invalid/book/blockchain/index.html
clbr://internal.invalid/book/blockchain/index.html
clbr://internal.invalid/book/blockchain/index.html
clbr://internal.invalid/book/blockchain/index.html
clbr://internal.invalid/book/blockchain/index.html
clbr://internal.invalid/book/blockchain/index.html
clbr://internal.invalid/book/download/epub/Netkiller-Blockchain.epub
clbr://internal.invalid/book/download/mobi/Netkiller-Blockchain.mobi
clbr://internal.invalid/book/download/pdf/Netkiller-Blockchain.pdf
clbr://internal.invalid/book/radio/index.html
clbr://internal.invalid/book/radio/index.html
clbr://internal.invalid/book/radio/index.html
clbr://internal.invalid/book/radio/index.html
clbr://internal.invalid/book/radio/index.html
clbr://internal.invalid/book/radio/index.html
clbr://internal.invalid/book/radio/index.html
clbr://internal.invalid/book/download/epub/Netkiller-Radio.epub
clbr://internal.invalid/book/download/mobi/Netkiller-Radio.mobi
clbr://internal.invalid/book/download/pdf/Netkiller-Radio.pdf
https://github.com/netkiller/netkiller.github.io/tree/master/download/epub
https://github.com/netkiller/netkiller.github.io/tree/master/download/mobi
https://github.com/netkiller/netkiller.github.io/tree/master/download/pdf
https://github.com/netkiller/netkiller.github.io/tree/master/download/chm


3. 如何获得文档

下载 Netkiller 手札 (epub,kindle,chm,pdf)
EPUB
https://github.com/netkiller/netkiller.github.io/tree/master/download/epub
MOBI
https://github.com/netkiller/netkiller.github.io/tree/master/download/mobi
PDF
https://github.com/netkiller/netkiller.github.io/tree/master/download/pdf
CHM
https://github.com/netkiller/netkiller.github.io/tree/master/download/chm

通过 GIT 镜像整个网站

https://github.com/netkiller/netkiller.github.com.git

$ git clone https://github.com/netkiller/netkiller.github.com.git

镜像下载

整站下载

wget -m http://www.netkiller.cn/index.html

指定下载

wget -m wget -m http://www.netkiller.cn/linux/index.html

https://github.com/netkiller/netkiller.github.io/tree/master/download/epub
https://github.com/netkiller/netkiller.github.io/tree/master/download/mobi
https://github.com/netkiller/netkiller.github.io/tree/master/download/pdf
https://github.com/netkiller/netkiller.github.io/tree/master/download/chm
https://github.com/netkiller/netkiller.github.com.git


Yum 下载文档

获得光盘介质，RPM包，DEB包，如有特别需要，请联系我

YUM 在线安装电子书

http://netkiller.sourceforge.net/pub/repo/

# cat >> /etc/yum.repos.d/netkiller.repo <<EOF
[netkiller]
name=Netkiller Free Books
baseurl=http://netkiller.sourceforge.net/pub/repo/
enabled=1
gpgcheck=0
gpgkey=
EOF

查找包

# yum search netkiller

netkiller-centos.x86_64 : Netkiller centos Cookbook
netkiller-cryptography.x86_64 : Netkiller cryptography 
Cookbook
netkiller-docbook.x86_64 : Netkiller docbook Cookbook
netkiller-linux.x86_64 : Netkiller linux Cookbook
netkiller-mysql.x86_64 : Netkiller mysql Cookbook
netkiller-php.x86_64 : Netkiller php Cookbook
netkiller-postgresql.x86_64 : Netkiller postgresql Cookbook
netkiller-python.x86_64 : Netkiller python Cookbook
netkiller-version.x86_64 : Netkiller version Cookbook

http://netkiller.sourceforge.net/pub/repo/


安装包

yum install netkiller-docbook



4. 打赏（Donations）

If you like this documents, please make a donation to support the
authors' efforts. Thank you!

您可以通过微信，支付宝，贝宝给作者打赏。

银行(Bank)

招商银行(China Merchants Bank)

开户名：陈景峰

账号：9555500000007459

微信（Wechat）

支付宝（Alipay）

PayPal Donations

https://www.paypal.me/netkiller

https://www.paypal.me/netkiller


5. 联系方式

主站 http://www.netkiller.cn/

备用 http://netkiller.github.io/

繁体网站 http://netkiller.sourceforge.net/

联系作者

Mobile: +86 13113668890

Email: netkiller@msn.com

QQ群: 128659835 请注明“读者”

QQ: 13721218

ICQ: 101888222

注：请不要问我安装问题！

博客 Blogger

知乎专栏 https://zhuanlan.zhihu.com/netkiller

LinkedIn: http://cn.linkedin.com/in/netkiller

OSChina: http://my.oschina.net/neochen/

Facebook: https://www.facebook.com/bg7nyt

http://www.netkiller.cn/
http://netkiller.github.io/
http://netkiller.sourceforge.net/
https://zhuanlan.zhihu.com/netkiller
http://cn.linkedin.com/in/netkiller
http://my.oschina.net/neochen/
https://www.facebook.com/bg7nyt


Flickr: http://www.flickr.com/photos/bg7nyt/

Disqus: http://disqus.com/netkiller/

solidot: http://solidot.org/~netkiller/

SegmentFault: https://segmentfault.com/u/netkiller

Reddit: https://www.reddit.com/user/netkiller/

Digg: http://www.digg.com/netkiller

Twitter: http://twitter.com/bg7nyt

weibo: http://weibo.com/bg7nyt

Xbox club

我的 xbox 上的ID是 netkiller xbox，我创建了一个俱乐部
netkiller 欢迎加入。

Radio

CQ CQ CQ DE BG7NYT:

如果这篇文章对你有所帮助,请寄给我一张QSL卡片, qrz.cn or
qrz.com or hamcall.net

Personal Amateur Radiostations of P.R.China

ZONE CQ24 ITU44 ShenZhen, China

Best Regards, VY 73! OP. BG7NYT

守听频率 DMR 438.460 -8 Color 12 Slot 2 Group 46001

http://www.flickr.com/photos/bg7nyt/
http://disqus.com/netkiller/
http://solidot.org/~netkiller/
https://segmentfault.com/u/netkiller
https://www.reddit.com/user/netkiller/
http://www.digg.com/netkiller
http://twitter.com/bg7nyt
http://weibo.com/bg7nyt
http://www.qrz.cn/call/?callsign=bg7nyt
http://www.qrz.com/callsign?callsign=bg7nyt
http://hamcall.net/call?callsign=bg7nyt


守听频率 C4FM 439.360 -5 DN/VW

MMDVM Hotspot:

Callsign: BG7NYT QTH: Shenzhen, China

YSF: YSF80337 - CN China 1 - W24166/TG46001

DMR: BM_China_46001 - DMR Radio ID: 4600441



第 1 章 阿里云 Kubernetes
1. 链接到 Kubernetes



2. 504 Gateway Time-out

nginx.ingress.kubernetes.io/proxy-connect-timeout: "300"
nginx.ingress.kubernetes.io/proxy-read-timeout: "300"
nginx.ingress.kubernetes.io/proxy-send-timeout: "300"



第 2 章 Docker
https://www.docker.com

1. 安装 Docker

1.1. Rocky Linux / AlmiLinux / CentOS 8 Stream

安装 Docker

[root@netkiller ~]# dnf config-manager --add-
repo=https://download.docker.com/linux/centos/docker-ce.repo
Adding repo from: 
https://download.docker.com/linux/centos/docker-ce.repo

[root@netkiller ~]# dnf install -y docker-ce docker-compose-
plugin

[root@netkiller ~]# systemctl enable docker
[root@netkiller ~]# systemctl start docker

[root@netkiller ~]# docker -v
Docker version 19.03.12, build 48a66213fe

添加容器管理员

GID=$(egrep -o 'docker:x:([0-9]+)' /etc/group | egrep -o '([0-
9]+)')

https://www.docker.com/


adduser --system -u ${GID} -g ${GID} -G wheel -c "Container 
Administrator" docker

[root@netkiller ~]# id docker
uid=986(docker) gid=986(docker) groups=986(docker),10(wheel)

配置 sudo 无需密码

cat > /etc/sudoers.d/docker <<-EOF
docker    ALL=(ALL)    NOPASSWD: ALL
EOF

检查 sudo 是否工作正常

[root@netkiller ~]# su - docker
Last login: Mon Mar 21 15:43:39 CST 2022 on pts/3

[docker@netkiller ~]$ docker ps
CONTAINER ID   IMAGE     COMMAND   CREATED   STATUS    PORTS     
NAMES

[docker@netkiller ~]$ sudo ls /sbin

docker-compose 2.x

正常情况使用 docker-compose-plugin 安装



[root@netkiller ~]# dnf install -y docker-compose-plugin

如需手工安装

DOCKER_CONFIG=${DOCKER_CONFIG:-$HOME/.docker}
mkdir -p $DOCKER_CONFIG/cli-plugins
curl -SL 
https://github.com/docker/compose/releases/download/v2.2.3/dock
er-compose-linux-x86_64 -o $DOCKER_CONFIG/cli-plugins/docker-
compose
chmod +x $DOCKER_CONFIG/cli-plugins/docker-compose

使用 docker compose version 命令查看版本好，确认 docker
compose 被成功安装

[root@netkiller ~]# docker compose version
Docker Compose version v2.6.0

[root@netkiller ~]# alias docker-compose='docker compose'
[root@netkiller ~]# docker-compose version
Docker Compose version v2.6.0

切换镜像

cat << EOF > /etc/docker/daemon.json
{
  "registry-mirrors": [
    "https://hub-mirror.c.163.com",



    "https://mirror.baidubce.com",
    "https://docker.mirrors.ustc.edu.cn/"
  ]
}
EOF

[root@netkiller ~]# cat /etc/docker/daemon.json 

{
  "registry-mirrors": [
    "https://hub-mirror.c.163.com",
    "https://mirror.baidubce.com",
    "https://docker.mirrors.ustc.edu.cn/"
  ]
}

[root@netkiller ~]# systemctl restart docker

[root@netkiller ~]# docker info
Client:
 Context:    default
 Debug Mode: false
 Plugins:
  app: Docker App (Docker Inc., v0.9.1-beta3)
  buildx: Build with BuildKit (Docker Inc., v0.5.1-docker)
  scan: Docker Scan (Docker Inc., v0.8.0)

Server:
 Containers: 0
  Running: 0
  Paused: 0
  Stopped: 0
 Images: 0
 Server Version: 20.10.7
 Storage Driver: overlay2
  Backing Filesystem: xfs
  Supports d_type: true
  Native Overlay Diff: true
  userxattr: false
 Logging Driver: json-file
 Cgroup Driver: cgroupfs



 Cgroup Version: 1
 Plugins:
  Volume: local
  Network: bridge host ipvlan macvlan null overlay
  Log: awslogs fluentd gcplogs gelf journald json-file local 
logentries splunk syslog
 Swarm: inactive
 Runtimes: io.containerd.runc.v2 io.containerd.runtime.v1.linux 
runc
 Default Runtime: runc
 Init Binary: docker-init
 containerd version: e25210fe30a0a703442421b0f60afac609f950a3
 runc version: v1.0.1-0-g4144b63
 init version: de40ad0
 Security Options:
  seccomp
   Profile: default
 Kernel Version: 4.18.0-326.el8.x86_64
 Operating System: CentOS Stream 8
 OSType: linux
 Architecture: x86_64
 CPUs: 4
 Total Memory: 7.514GiB
 Name: netkiller
 ID: 
5GBU:CMWS:VIVP:TREZ:Y5AP:OGOW:EABK:NP4R:AWUA:S4J2:2YQ2:U7MT
 Docker Root Dir: /var/lib/docker
 Debug Mode: false
 Registry: https://index.docker.io/v1/
 Labels:
 Experimental: false
 Insecure Registries:
  127.0.0.0/8
 Registry Mirrors:
  https://hub-mirror.c.163.com/
  https://mirror.baidubce.com/
  https://docker.mirrors.ustc.edu.cn/
 Live Restore Enabled: false

最新国内镜像



cat /etc/docker/daemon.json 
{
  "registry-mirrors": [
"https://docker.registry.cyou",
"https://docker-cf.registry.cyou",
"https://dockercf.jsdelivr.fyi",
"https://docker.jsdelivr.fyi",
"https://dockertest.jsdelivr.fyi",
"https://mirror.aliyuncs.com",
"https://dockerproxy.com",
"https://mirror.baidubce.com",
"https://docker.m.daocloud.io",
"https://docker.nju.edu.cn",
"https://docker.mirrors.sjtug.sjtu.edu.cn",
"https://docker.mirrors.ustc.edu.cn",
"https://mirror.iscas.ac.cn",
"https://docker.rainbond.cc",
"https://do.nark.eu.org",
"https://dc.j8.work",
"https://dockerproxy.com",
"https://gst6rzl9.mirror.aliyuncs.com",
"https://registry.docker-cn.com",
"http://hub-mirror.c.163.com",
"http://mirrors.ustc.edu.cn/",
"https://mirrors.tuna.tsinghua.edu.cn/",
"http://mirrors.sohu.com/"
  ]
}

1.2. Ubuntu docker-ce

从官方网站获得最新社区版

#!/bin/bash

sudo apt update



sudo apt remove docker docker-engine docker.io containerd runc

sudo apt install \
    apt-transport-https \
    ca-certificates \
    curl \
    gnupg \
    lsb-release

curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo 
gpg --dearmor -o /usr/share/keyrings/docker-archive-keyring.gpg

echo \
  "deb [arch=amd64 signed-by=/usr/share/keyrings/docker-
archive-keyring.gpg] https://download.docker.com/linux/ubuntu \
  $(lsb_release -cs) stable" | sudo tee 
/etc/apt/sources.list.d/docker.list > /dev/null

<!-- sudo add-apt-repository \
   "deb [arch=amd64] https://download.docker.com/linux/ubuntu \
   $(lsb_release -cs) \
   stable" -->
   
sudo apt update
sudo apt install docker-ce docker-ce-cli containerd.io

apt-cache madison docker-ce

查看 docker 运行状态

root@production:~# systemctl status docker
● docker.service - Docker Application Container Engine
   Loaded: loaded (/lib/systemd/system/docker.service; enabled; 
vendor preset: enabled)
   Active: active (running) since Tue 2021-08-17 11:25:04 CST; 
57s ago
     Docs: https://docs.docker.com
 Main PID: 7379 (dockerd)
   CGroup: /system.slice/docker.service

└



           └─7379 /usr/bin/dockerd -H fd:// --
containerd=/run/containerd/containerd.sock

Aug 17 11:25:04 production dockerd[7379]: time="2021-08-
17T11:25:04.708262132+08:00" level=info msg="ClientConn 
switching balancer to \"pick_first\"" module=grpc
Aug 17 11:25:04 production dockerd[7379]: time="2021-08-
17T11:25:04.742384618+08:00" level=warning msg="Your kernel 
does not support swap memory limit"
Aug 17 11:25:04 production dockerd[7379]: time="2021-08-
17T11:25:04.742397707+08:00" level=warning msg="Your kernel 
does not support CPU realtime scheduler"
Aug 17 11:25:04 production dockerd[7379]: time="2021-08-
17T11:25:04.742489785+08:00" level=info msg="Loading 
containers: start."
Aug 17 11:25:04 production dockerd[7379]: time="2021-08-
17T11:25:04.811316570+08:00" level=info msg="Default bridge 
(docker0) is assigned with an IP address 172.18.0.0/16. Daemon 
option --bip can be used 
Aug 17 11:25:04 production dockerd[7379]: time="2021-08-
17T11:25:04.836024290+08:00" level=info msg="Loading 
containers: done."
Aug 17 11:25:04 production dockerd[7379]: time="2021-08-
17T11:25:04.858428922+08:00" level=info msg="Docker daemon" 
commit=b0f5bc3 graphdriver(s)=overlay2 version=20.10.7
Aug 17 11:25:04 production dockerd[7379]: time="2021-08-
17T11:25:04.858470910+08:00" level=info msg="Daemon has 
completed initialization"
Aug 17 11:25:04 production systemd[1]: Started Docker 
Application Container Engine.
Aug 17 11:25:04 production dockerd[7379]: time="2021-08-
17T11:25:04.875279830+08:00" level=info msg="API listen on 
/var/run/docker.sock"

启动参数配置 /etc/default/docker

neo@ubuntu:~$ cat /etc/default/docker
# Docker Upstart and SysVinit configuration file

#



# THIS FILE DOES NOT APPLY TO SYSTEMD
#
#   Please see the documentation for "systemd drop-ins":
#   https://docs.docker.com/engine/admin/systemd/
#

# Customize location of Docker binary (especially for 
development testing).
#DOCKERD="/usr/local/bin/dockerd"

# Use DOCKER_OPTS to modify the daemon startup options.
#DOCKER_OPTS="--dns 8.8.8.8 --dns 8.8.4.4"

# If you need Docker to use an HTTP proxy, it can also be 
specified here.
#export http_proxy="http://127.0.0.1:3128/"

# This is also a handy place to tweak where Docker's temporary 
files go.
#export DOCKER_TMPDIR="/mnt/bigdrive/docker-tmp"

启动脚本 /etc/init/docker.conf

neo@ubuntu:~$ sudo cat /etc/init/docker.conf
[sudo] password for neo: 
description "Docker daemon"

start on (filesystem and net-device-up IFACE!=lo)
stop on runlevel [!2345]

limit nofile 524288 1048576

# Having non-zero limits causes performance problems due to 
accounting overhead
# in the kernel. We recommend using cgroups to do container-
local accounting.
limit nproc unlimited unlimited

respawn



kill timeout 20

pre-start script
# see also https://github.com/tianon/cgroupfs-

mount/blob/master/cgroupfs-mount
if grep -v '^#' /etc/fstab | grep -q cgroup \

|| [ ! -e /proc/cgroups ] \
|| [ ! -d /sys/fs/cgroup ]; then
exit 0

fi
if ! mountpoint -q /sys/fs/cgroup; then

mount -t tmpfs -o uid=0,gid=0,mode=0755 cgroup 
/sys/fs/cgroup

fi
(

cd /sys/fs/cgroup
for sys in $(awk '!/^#/ { if ($4 == 1) print $1 

}' /proc/cgroups); do
mkdir -p $sys
if ! mountpoint -q $sys; then

if ! mount -n -t cgroup -o $sys 
cgroup $sys; then

rmdir $sys || true
fi

fi
done

)
end script

script
# modify these in /etc/default/$UPSTART_JOB 

(/etc/default/docker)
DOCKERD=/usr/bin/dockerd
DOCKER_OPTS=
if [ -f /etc/default/$UPSTART_JOB ]; then

. /etc/default/$UPSTART_JOB
fi
exec "$DOCKERD" $DOCKER_OPTS --raw-logs

end script

# Don't emit "started" event until docker.sock is ready.
# See https://github.com/docker/docker/issues/6647
post-start script

DOCKER_OPTS=



DOCKER_SOCKET=
if [ -f /etc/default/$UPSTART_JOB ]; then

. /etc/default/$UPSTART_JOB
fi

if ! printf "%s" "$DOCKER_OPTS" | grep -qE -e '-H|--
host'; then

DOCKER_SOCKET=/var/run/docker.sock
else

DOCKER_SOCKET=$(printf "%s" "$DOCKER_OPTS" | 
grep -oP -e '(-H|--host)\W*unix://\K(\S+)' | sed 1q)

fi

if [ -n "$DOCKER_SOCKET" ]; then
while ! [ -e "$DOCKER_SOCKET" ]; do

initctl status $UPSTART_JOB | grep -qE 
"(stop|respawn)/" && exit 1

echo "Waiting for $DOCKER_SOCKET"
sleep 0.1

done
echo "$DOCKER_SOCKET is up"

fi
end script

1.3. 测试 Docker

neo@MacBook-Pro ~ % docker run hello-world
Unable to find image 'hello-world:latest' locally
latest: Pulling from library/hello-world
1b930d010525: Pull complete 
Digest: 
sha256:2557e3c07ed1e38f26e389462d03ed943586f744621577a99efb7732
4b0fe535
Status: Downloaded newer image for hello-world:latest

Hello from Docker!
This message shows that your installation appears to be working 
correctly.



To generate this message, Docker took the following steps:
 1. The Docker client contacted the Docker daemon.
 2. The Docker daemon pulled the "hello-world" image from the 
Docker Hub.
    (amd64)
 3. The Docker daemon created a new container from that image 
which runs the
    executable that produces the output you are currently 
reading.
 4. The Docker daemon streamed that output to the Docker 
client, which sent it
    to your terminal.

To try something more ambitious, you can run an Ubuntu 
container with:
 $ docker run -it ubuntu bash

Share images, automate workflows, and more with a free Docker 
ID:
 https://hub.docker.com/

For more examples and ideas, visit:
 https://docs.docker.com/get-started/

neo@MacBook-Pro ~ % docker image ls 
REPOSITORY                                 TAG                 
IMAGE ID            CREATED             SIZE
hello-world                                latest              
fce289e99eb9        2 months ago        1.84kB

neo@MacBook-Pro ~ % docker container ls --all
CONTAINER ID        IMAGE               COMMAND             
CREATED              STATUS                          PORTS       
NAMES
ea694b443e9e        hello-world         "/hello"            
About a minute ago   Exited (0) About a minute ago               
dreamy_feistel

1.4. 国内镜像

https://1ms.run/



安装镜像 bash -c "$(curl -sSL https://n3.ink/helper)"

[root@netkiller ~]# cat /etc/docker/daemon.json 
{
  "dns": [
    "119.29.29.29",
    "114.114.114.114"
  ],
  "insecure-registries": [
    "docker.xuanyuan.me"
  ],
  "registry-mirrors": [
    "https://docker.1ms.run",
    "https://docker.xuanyuan.me"
  ]
}

登录

[root@testing meeting]# docker login docker.1ms.run -u 1ms -p 
mk-QFdYgcDidcZbUerLLzyGz4ftkxA0tjac6SNeWfhg

拉取镜像

[root@netkiller ~]# docker pull 
docker.1ms.run/library/openjdk:25

[root@netkiller ~]# docker images
                                                                 
i Info →   U  In Use
IMAGE                                                            
ID             DISK USAGE   CONTENT SIZE   EXTRA
docker.1ms.run/library/openjdk:25                                



d19b487d0613        610MB             0B        
document:latest                                                  
3b4f5620aed5       1.31GB             0B    U   
ghcr.nju.edu.cn/xinnan-tech/xiaozhi-esp32-server:server_latest   
4e838409cb10       6.55GB             0B        
nginx:latest                                                     
be69f2940aaf        192MB             0B    U   
openjdk:21                                                       
079114de2be1        504MB             0B    U   
openjdk:8                                                        
b273004037cc        526MB             0B    U   

制作 tag

[root@netkiller ~]# docker tag 
docker.1ms.run/library/openjdk:25 openjdk:25

[root@netkiller ~]# docker images
                                                                 
i Info →   U  In Use
IMAGE                                                            
ID             DISK USAGE   CONTENT SIZE   EXTRA
docker.1ms.run/library/openjdk:25                                
d19b487d0613        610MB             0B        
document:latest                                                  
3b4f5620aed5       1.31GB             0B    U   
ghcr.nju.edu.cn/xinnan-tech/xiaozhi-esp32-server:server_latest   
4e838409cb10       6.55GB             0B        
nginx:latest                                                     
be69f2940aaf        192MB             0B    U   
openjdk:21                                                       
079114de2be1        504MB             0B    U   
openjdk:25                                                       
d19b487d0613        610MB             0B        
openjdk:8                                                        
b273004037cc        526MB             0B    U   



[root@netkiller ~]# docker ps | grep 25
14f27c94fb5b   openjdk:25        "java -jar /app/elas…"   7 
minutes ago   Up 6 minutes    0.0.0.0:8080->8080/tcp, 
[::]:8080->8080/tcp                                    api

1.5. 重置 Docker

docker stop $(docker ps -a -q)
docker rm -f $(docker ps -a -q)
docker rmi -f $(docker images -q)
docker volume rm $(docker volume ls -q)

1.6. 早期版本

CentOS 7 docker-ce

下载 containerd.io
https://download.docker.com/linux/centos/7/x86_64/stable/Packages/

[root@netkiller ~]# yum install 
https://download.docker.com/linux/centos/7/x86_64/stable/Packag
es/containerd.io-1.2.13-3.2.el7.x86_64.rpm

从官方网站获得最新社区版

yum install -y yum-utils
yum-config-manager --add-repo 

https://download.docker.com/linux/centos/7/x86_64/stable/Packages/


https://download.docker.com/linux/centos/docker-ce.repo
yum makecache fast
yum -y install docker-ce

systemctl start docker

测试安装是否成功

docker run hello-world

CentOS 6

yum install docker-io
service docker start
chkconfig docker on
docker pull centos:latest
docker images centos

test

docker run -i -t centos /bin/bash

Ubuntu

Ubuntu 默认版本



$ sudo apt update
$ sudo apt install docker.io
$ sudo ln -sf /usr/bin/docker.io /usr/local/bin/docker
$ sudo sed -i '$acomplete -F _docker docker' 
/etc/bash_completion.d/docker.io

$ sudo docker run -i -t ubuntu /bin/bash



2. Portainer - Docker 图形管理界面

Portainer 是一个轻量级的 Docker 管理界面，官方提供了 Demo 演示地址

2.1. 安装

Server 服务器安装

docker volume create portainer_data
docker run -d -p 8000:8000 -p 9000:9000 --name=portainer --restart=always -v 
/var/run/docker.sock:/var/run/docker.sock -v portainer_data:/data 
portainer/portainer-ce

Agent 代理安装

docker run -d -p 9001:9001 --name portainer_agent --restart=always -v 
/var/run/docker.sock:/var/run/docker.sock -v 
/var/lib/docker/volumes:/var/lib/docker/volumes portainer/agent

使用 docker-compose 安装

version: '3.9'

services:
  portainer:
    image: portainer/portainer-ce
    container_name: prtainer
    restart: always
    volumes:
      - /var/run/docker.sock:/var/run/docker.sock
      - portainter:/data
    ports:
      - 8000:8000
      - 9000:9000

  portainer-agent:
    image: portainer/agent
    container_name: portainer-agent
    restart: always
    volumes:
        - /var/run/docker.sock:/var/run/docker.sock
        - /var/lib/docker/volumes:/var/lib/docker/volumes
    ports:



        - 9001:9001

volumes:
  portainter:    

第一台管理服务器，启动管理界面：

[root@netkiller portainer]# docker-compose up -d portainer

第二台开发环境服务器，启动代理：

[root@development portainer]# docker-compose up -d portainer-agent

第三台测试环境服务器，启动代理

[root@testing portainer]# docker-compose up -d portainer-agent

2.2. 配置 Portainer

设置管理员密码，创建用户

当前界面中有三个选项，分别是 Docker（本地 Docker），Kubernetes, Agent(代理)



添加本地 Docker，通过 UNIX SOCK 链接，通常是 /var/run/docker.sock

点击 Connect 按钮就可以建立链接



添加代理 Docker，左边菜单点击 Endpoints，然后点击 Add endpoint

选择 Agent



Name 给代理起个名气，Endpoint URL 输入代理的IP地址和端口号，Group 是分组（可
不选），最后点击 Add endpoint 按钮。

完成代理的添加



回到 Home

2.3. 添加代理出错

portainer 错误日志



portainer          | 2021/08/04 07:24:14 http error: Unable to initiate 
communications with endpoint (err=agent already paired with another Portainer 
instance) (code=500)
portainer          | 2021/08/04 07:25:49 http error: Unable to initiate 
communications with endpoint (err=agent already paired with another Portainer 
instance) (code=500)

agent 日志

portainer-agent    | 2021/08/04 07:25:49 http error: Invalid request signature 
(err=Unauthorized) (code=403)
portainer-agent    | 2021/08/04 07:25:49 http error: Invalid request signature 
(err=Unauthorized) (code=403)

问题出在，重装了 portainer 先前的 agent 已经与之前的 portainer 建立链接。

解决方法，重装 agent 记得要删除卷。

[root@testing portainer]# docker-compose stop portainer-agent
Stopping portainer-agent ... done

[root@testing portainer]# docker-compose rm -a  portainer-agent
WARNING: --all flag is obsolete. This is now the default behavior of `docker-
compose rm`
Going to remove portainer-agent
Are you sure? [yN] y
Removing portainer-agent ... done

[root@testing portainer]# docker volume ls
DRIVER    VOLUME NAME
local     portainer_portainter

[root@testing portainer]# docker volume rm portainer_portainter
portainer_portainter

[root@testing portainer]# docker-compose up -d portainer-agent
Creating volume "portainer_portainter" with default driver
Creating portainer-agent ... done

[root@testing portainer]# docker-compose ps
     Name         Command   State                    Ports                  
----------------------------------------------------------------------------
portainer-agent   ./agent   Up      0.0.0.0:9001->9001/tcp,:::9001->9001/tcp



3. 配置 Docker /etc/docker/daemon.json

/etc/docker/daemon.json

3.1. 日志切割

在 /etc/docker/daemon.json 下增加配置项

  "log-opts": {
    "max-size": "10m",
    "max-file": "3"
  }

配置文件格式

{
  "log-driver": "json-file",
  "log-opts": {
    "max-size": "10m",
    "max-file": "3"
  }
}

3.2. 开启远程访问

/etc/sysconfig/docker

修改/etc/sysconfig/docker文件，在最后增加一行DOCKER_OPTS

vim /etc/sysconfig/docker



DOCKER_OPTS="-H unix:///var/run/docker.sock -H 
tcp://0.0.0.0:2375"

修改/usr/lib/systemd/system/docker.service 在[Service]的ExexStart=
下面增加一行$DOCKER_OPTS

[Unit]
Description=Docker Application Container Engine
Documentation=https://docs.docker.com
BindsTo=containerd.service
After=network-online.target firewalld.service
Wants=network-online.target
Requires=docker.socket

[Service]
Type=notify
# the default is not to use systemd for cgroups because the 
delegate issues still
# exists and systemd currently does not support the cgroup 
feature set required
# for containers run by docker
EnvironmentFile=-/etc/sysconfig/docker
ExecStart=/usr/bin/dockerd $DOCKER_OPTS
ExecReload=/bin/kill -s HUP $MAINPID
TimeoutSec=0
RestartSec=2
Restart=always

# Note that StartLimit* options were moved from "Service" to 
"Unit" in systemd 229.
# Both the old, and new location are accepted by systemd 229 
and up, so using the old location
# to make them work for either version of systemd.
StartLimitBurst=3

# Note that StartLimitInterval was renamed to 
StartLimitIntervalSec in systemd 230.
# Both the old, and new name are accepted by systemd 230 and 



up, so using the old name to make
# this option work for either version of systemd.
StartLimitInterval=60s

# Having non-zero Limit*s causes performance problems due to 
accounting overhead
# in the kernel. We recommend using cgroups to do container-
local accounting.
LimitNOFILE=infinity
LimitNPROC=infinity
LimitCORE=infinity

# Comment TasksMax if your systemd version does not supports 
it.
# Only systemd 226 and above support this option.
TasksMax=infinity

# set delegate yes so that systemd does not reset the cgroups 
of docker containers
Delegate=yes

# kill only the docker process, not all processes in the cgroup
KillMode=process

[Install]
WantedBy=multi-user.target

重启 docker

[root@localhost ~]# systemctl daemon-reload
[root@localhost ~]# systemctl restart docker

/etc/docker/daemon.json

编辑 /etc/docker/daemon.json 文件加入



{
  "hosts":[
    "unix:///var/run/docker.sock",
    "tcp://0.0.0.0:2375"
  ]
}

重启 docker

[root@localhost ~]# systemctl daemon-reload
[root@localhost ~]# systemctl restart docker

$ docker -H docker.netkiller.cn:2375 info

$ export DOCKER_HOST="tcp://docker.netkiller.cn:2375"
$ docker info

检查 listen 端口

查看端口

[root@localhost ~]# ss -lnt | grep 2375
LISTEN     0      1024        :::2375                    :::*  



检查 docker 信息

[root@localhost ~]# curl -s http://your-docker-ip-
address:2375/info
{"ID":"YNK5:OJTT:FELN:H4DQ:AG7H:W3RE:WGLD:TOOI:32CH:S6HR:AJ45:4
VLZ","Containers":4,"ContainersRunning":0,"ContainersPaused":0,
"ContainersStopped":4,"Images":10,"Driver":"btrfs","DriverStatu
s":[["Build Version","Btrfs v4.9.1"],["Library 
Version","102"]],"SystemStatus":null,"Plugins":{"Volume":
["local"],"Network":
["bridge","host","macvlan","null","overlay"],"Authorization":nu
ll,"Log":
["awslogs","fluentd","gcplogs","gelf","journald","json-
file","local","logentries","splunk","syslog"]},"MemoryLimit":tr
ue,"SwapLimit":true,"KernelMemory":true,"CpuCfsPeriod":true,"Cp
uCfsQuota":true,"CPUShares":true,"CPUSet":true,"IPv4Forwarding"
:true,"BridgeNfIptables":false,"BridgeNfIp6tables":false,"Debug
":false,"NFd":23,"OomKillDisable":true,"NGoroutines":37,"System
Time":"2019-01-24T23:30:56.230913047-
05:00","LoggingDriver":"json-
file","CgroupDriver":"cgroupfs","NEventsListener":0,"KernelVers
ion":"3.10.0-693.el7.x86_64","OperatingSystem":"CentOS Linux 7 
(Core)","OSType":"linux","Architecture":"x86_64","IndexServerAd
dress":"https://index.docker.io/v1/","RegistryConfig":
{"AllowNondistributableArtifactsCIDRs":
[],"AllowNondistributableArtifactsHostnames":
[],"InsecureRegistryCIDRs":["127.0.0.0/8"],"IndexConfigs":
{"docker.io":{"Name":"docker.io","Mirrors":
[],"Secure":true,"Official":true}},"Mirrors":
[]},"NCPU":2,"MemTotal":1958645760,"GenericResources":null,"Doc
kerRootDir":"/var/lib/docker","HttpProxy":"","HttpsProxy":"","N
oProxy":"","Name":"localhost.localdomain","Labels":
[],"ExperimentalBuild":false,"ServerVersion":"18.09.1","Cluster
Store":"","ClusterAdvertise":"","Runtimes":{"runc":
{"path":"runc"}},"DefaultRuntime":"runc","Swarm":
{"NodeID":"","NodeAddr":"","LocalNodeState":"inactive","Control
Available":false,"Error":"","RemoteManagers":null},"LiveRestore
Enabled":false,"Isolation":"","InitBinary":"docker-
init","ContainerdCommit":



{"ID":"9754871865f7fe2f4e74d43e2fc7ccd237edcbce","Expected":"97
54871865f7fe2f4e74d43e2fc7ccd237edcbce"},"RuncCommit":
{"ID":"96ec2177ae841256168fcf76954f7177af9446eb","Expected":"96
ec2177ae841256168fcf76954f7177af9446eb"},"InitCommit":
{"ID":"fec3683","Expected":"fec3683"},"SecurityOptions":
["name=seccomp,profile=default"],"ProductLicense":"Community 
Engine","Warnings":["WARNING: API is accessible on 
http://0.0.0.0:2375 without encryption.\n         Access to the 
remote API is equivalent to root access on the host. Refer\n     
to the 'Docker daemon attack surface' section in the 
documentation for\n         more information: 
https://docs.docker.com/engine/security/security/#docker-
daemon-attack-surface","WARNING: bridge-nf-call-iptables is 
disabled","WARNING: bridge-nf-call-ip6tables is disabled"]}

$ docker -H 192.168.10.11:2375 info

DOCKER_HOST=tcp://192.168.57.110:2376

通过 SSH 连接远程 Docker

export DOCKER_HOST=ssh://docker-user@host1.example.com

Neo-iMac:Shell neo$ export DOCKER_HOST=ssh://root@192.168.30.11
Neo-iMac:Shell neo$ docker info
Client:
 Context:    default



 Debug Mode: false
 Plugins:
  buildx: Build with BuildKit (Docker Inc., v0.6.3)
  compose: Docker Compose (Docker Inc., v2.0.0)
  scan: Docker Scan (Docker Inc., v0.8.0)

Server:
 Containers: 9
  Running: 7
  Paused: 0
  Stopped: 2
 Images: 12
 Server Version: 20.10.10
 Storage Driver: overlay2
  Backing Filesystem: xfs
  Supports d_type: true
  Native Overlay Diff: true
  userxattr: false
 Logging Driver: json-file
 Cgroup Driver: cgroupfs
 Cgroup Version: 1
 Plugins:
  Volume: local
  Network: bridge host ipvlan macvlan null overlay
  Log: awslogs fluentd gcplogs gelf journald json-file local 
logentries splunk syslog
 Swarm: inactive
 Runtimes: io.containerd.runc.v2 io.containerd.runtime.v1.linux 
runc
 Default Runtime: runc
 Init Binary: docker-init
 containerd version: 5b46e404f6b9f661a205e28d59c982d3634148f8
 runc version: v1.0.2-0-g52b36a2
 init version: de40ad0
 Security Options:
  seccomp
   Profile: default
 Kernel Version: 4.18.0-348.el8.x86_64
 Operating System: CentOS Stream 8
 OSType: linux
 Architecture: x86_64
 CPUs: 4
 Total Memory: 15.39GiB
 Name: localhost.localdomain
 ID: 



UODB:ETXF:35NV:DDSK:B5QU:RTNZ:7DM4:3ABZ:RZUB:SHOE:W6EP:UK4K
 Docker Root Dir: /var/lib/docker
 Debug Mode: false
 Registry: https://index.docker.io/v1/
 Labels:
 Experimental: false
 Insecure Registries:
  127.0.0.0/8
 Registry Mirrors:
  https://registry.docker-cn.com/
  http://hub-mirror.c.163.com/
  https://docker.mirrors.ustc.edu.cn/
 Live Restore Enabled: false

3.3. 镜像配置

查询是否配置了镜像

[root@netkiller ~]# sudo docker info | grep -A3 "Registry 
Mirrors:"
 Registry Mirrors:
  
https://a180fad96c78c15d011853a05d49bdd2.mirror.swr.myhuaweiclo
ud.com/
 Live Restore Enabled: false

临时选择镜像

您可以在 Docker 守护进程启动时传入 --registry-mirror 参数：

$ docker --registry-mirror=https://registry.docker-cn.com 
daemon



切换国内镜像

设置默认镜像，修改 /etc/docker/daemon.json 文件，并添加上
registry-mirrors 键值。

Docker 中国官方镜像

{
  "registry-mirrors": ["https://registry.docker-cn.com"]
}

设置多个镜像

{
  "registry-mirrors": [
    "https://registry.docker-cn.com",
    "http://hub-mirror.c.163.com",
    "https://docker.mirrors.ustc.edu.cn"
  ]
}

"registry-mirrors": ["https://mirror.ccs.tencentyun.com"]

3.4. DNS

/etc/docker/daemon.json



{
"dns": ["8.8.8.8","114.114.114.114"]

}

3.5. ulimit 资源

/etc/docker/daemon.json

"default-ulimits": { "nofile": { "Name": "nofile", "Hard": 
128000, "Soft": 128000 } }

3.6. 配置SSL证书

{
  "tlsverify": true,
  "tlscert": "/etc/docker/server-cert.pem",
  "tlskey": "/etc/docker/server-key.pem",
  "tlscacert": "/etc/docker/ca.pem",
  "hosts":[
    "unix:///var/run/docker.sock",
    "tcp://0.0.0.0:2376"
  ]
}

$ docker --tlsverify \
  --tlscacert=/Users/neo/test/ca.pem \
  --tlscert=/Users/neo/test/cert.pem \
  --tlskey=/Users/neo/test/key.pem \
  -H=192.168.57.110:2376 \
  info



我们可以把 ca.pem cert.pem key.pem 三个文件放入客户端
~/.docker 中，然后配置环境变量就可以简化命令了

$ export DOCKER_HOST=tcp://192.168.5.10:2376 
DOCKER_TLS_VERIFY=1
$ docker info



4. docker 命令

4.1. docker - A self-sufficient runtime for containers

连接远程主机

TCP 2375

Neo-iMac:~ neo$ docker -H 192.168.30.10:2375 info

SSH 方式

Neo-iMac:~ neo$ docker -H ssh://root@192.168.30.13 info

Client:
 Context:    default
 Debug Mode: false
 Plugins:
  buildx: Build with BuildKit (Docker Inc., v0.6.3)
  compose: Docker Compose (Docker Inc., v2.1.1)
  scan: Docker Scan (Docker Inc., 0.9.0)

Server:
 Containers: 3
  Running: 2
  Paused: 0
  Stopped: 1
 Images: 178
 Server Version: 20.10.11
 Storage Driver: overlay2
  Backing Filesystem: xfs
  Supports d_type: true
  Native Overlay Diff: true
  userxattr: false



 Logging Driver: json-file
 Cgroup Driver: cgroupfs
 Cgroup Version: 1
 Plugins:
  Volume: local
  Network: bridge host ipvlan macvlan null overlay
  Log: awslogs fluentd gcplogs gelf journald json-file local 
logentries splunk syslog
 Swarm: inactive
 Runtimes: io.containerd.runtime.v1.linux runc 
io.containerd.runc.v2
 Default Runtime: runc
 Init Binary: docker-init
 containerd version: 7b11cfaabd73bb80907dd23182b9347b4245eb5d
 runc version: v1.0.2-0-g52b36a2
 init version: de40ad0
 Security Options:
  seccomp
   Profile: default
 Kernel Version: 4.18.0-338.el8.x86_64
 Operating System: CentOS Stream 8
 OSType: linux
 Architecture: x86_64
 CPUs: 4
 Total Memory: 7.514GiB
 Name: localhost.localdomain
 ID: 
XGEY:2L25:2GTC:LGK5:3D7D:TC5B:EBBU:5GZJ:VDZ2:S67Z:T7VK:O7WD
 Docker Root Dir: /var/lib/docker
 Debug Mode: false
 Registry: https://index.docker.io/v1/
 Labels:
 Experimental: false
 Insecure Registries:
  registry.netkiller.cn
  127.0.0.0/8
 Registry Mirrors:
  https://registry.cn-hangzhou.aliyuncs.com/
  https://docker.mirrors.ustc.edu.cn/
  https://registry.docker-cn.com/
  http://hub-mirror.c.163.com/
 Live Restore Enabled: false



设置 DOCKER_HOST 环境变量

Neo-iMac:~ neo$ export DOCKER_HOST=tcp://192.168.30.10:2375
Neo-iMac:~ neo$ docker info
Client:
 Context:    default
 Debug Mode: false
 Plugins:
  buildx: Build with BuildKit (Docker Inc., v0.6.3)
  compose: Docker Compose (Docker Inc., v2.1.1)
  scan: Docker Scan (Docker Inc., 0.9.0)

Server:
 Containers: 11
  Running: 11
  Paused: 0
  Stopped: 0
 Images: 11
 Server Version: 20.10.10
 Storage Driver: overlay2
  Backing Filesystem: xfs
  Supports d_type: true
  Native Overlay Diff: true
  userxattr: false
 Logging Driver: json-file
 Cgroup Driver: cgroupfs
 Cgroup Version: 1
 Plugins:
  Volume: local
  Network: bridge host ipvlan macvlan null overlay
  Log: awslogs fluentd gcplogs gelf journald json-file local 
logentries splunk syslog
 Swarm: inactive
 Runtimes: io.containerd.runc.v2 io.containerd.runtime.v1.linux 
runc
 Default Runtime: runc
 Init Binary: docker-init
 containerd version: 5b46e404f6b9f661a205e28d59c982d3634148f8
 runc version: v1.0.2-0-g52b36a2
 init version: de40ad0
 Security Options:
  seccomp



   Profile: default
 Kernel Version: 4.18.0-348.el8.x86_64
 Operating System: CentOS Stream 8
 OSType: linux
 Architecture: x86_64
 CPUs: 4
 Total Memory: 15.39GiB
 Name: testing
 ID: 
5GBU:CMWS:VIVP:TREZ:Y5AP:OGOW:EABK:NP4R:AWUA:S4J2:2YQ2:U7MT
 Docker Root Dir: /var/lib/docker
 Debug Mode: false
 Registry: https://index.docker.io/v1/
 Labels:
 Experimental: false
 Insecure Registries:
  127.0.0.0/8
 Registry Mirrors:
  https://hub-mirror.c.163.com/
  https://mirror.baidubce.com/
  https://docker.mirrors.ustc.edu.cn/
 Live Restore Enabled: false

查看 docker 信息

neo@MacBook-Pro ~ % docker info
Containers: 9
 Running: 8
 Paused: 0
 Stopped: 1
Images: 5
Server Version: 18.09.2
Storage Driver: overlay2
 Backing Filesystem: extfs
 Supports d_type: true
 Native Overlay Diff: true
Logging Driver: json-file
Cgroup Driver: cgroupfs
Plugins:



 Volume: local
 Network: bridge host macvlan null overlay
 Log: awslogs fluentd gcplogs gelf journald json-file local 
logentries splunk syslog
Swarm: inactive
Runtimes: runc
Default Runtime: runc
Init Binary: docker-init
containerd version: 9754871865f7fe2f4e74d43e2fc7ccd237edcbce
runc version: 09c8266bf2fcf9519a651b04ae54c967b9ab86ec
init version: fec3683
Security Options:
 seccomp
  Profile: default
Kernel Version: 4.9.125-linuxkit
Operating System: Docker for Mac
OSType: linux
Architecture: x86_64
CPUs: 4
Total Memory: 1.952GiB
Name: linuxkit-025000000001
ID: IT7A:OHXM:XG4E:HX53:ZMA3:GIRA:CYMP:6IJF:QKZ5:MQI4:6LU2:ZD7Z
Docker Root Dir: /var/lib/docker
Debug Mode (client): false
Debug Mode (server): true
 File Descriptors: 70
 Goroutines: 88
 System Time: 2019-03-31T04:23:51.43837431Z
 EventsListeners: 2
HTTP Proxy: gateway.docker.internal:3128
HTTPS Proxy: gateway.docker.internal:3129
Registry: https://index.docker.io/v1/
Labels:
Experimental: false
Insecure Registries:
 127.0.0.0/8
Live Restore Enabled: false
Product License: Community Engine

iMac



iMac:~ neo$ docker info
Client:
 Debug Mode: false
 Plugins:
  buildx: Build with BuildKit (Docker Inc., v0.3.1-tp-docker)
  scan: Docker Scan (Docker Inc., v0.3.3)
  app: Docker Application (Docker Inc., v0.8.0)

Server:
 Containers: 0
  Running: 0
  Paused: 0
  Stopped: 0
 Images: 0
 Server Version: 19.03.13-beta2
 Storage Driver: overlay2
  Backing Filesystem: extfs
  Supports d_type: true
  Native Overlay Diff: true
 Logging Driver: json-file
 Cgroup Driver: cgroupfs
 Plugins:
  Volume: local
  Network: bridge host ipvlan macvlan null overlay
  Log: awslogs fluentd gcplogs gelf journald json-file local 
logentries splunk syslog
 Swarm: inactive
 Runtimes: runc
 Default Runtime: runc
 Init Binary: docker-init
 containerd version: 7ad184331fa3e55e52b890ea95e65ba581ae3429
 runc version: dc9208a3303feef5b3839f4323d9beb36df0a9dd
 init version: fec3683
 Security Options:
  seccomp
   Profile: default
 Kernel Version: 4.19.76-linuxkit
 Operating System: Docker Desktop
 OSType: linux
 Architecture: x86_64
 CPUs: 2
 Total Memory: 3.848GiB



 Name: docker-desktop
 ID: 
LWQ5:KBRL:SE7U:SJZ4:ANS2:JEQD:5YJO:MVRG:HIEA:XDWD:LQIZ:EJPX
 Docker Root Dir: /var/lib/docker
 Debug Mode: false
 HTTP Proxy: gateway.docker.internal:3128
 HTTPS Proxy: gateway.docker.internal:3129
 Registry: https://index.docker.io/v1/
 Labels:
 Experimental: true
 Insecure Registries:
  127.0.0.0/8
 Registry Mirrors:
  https://registry.docker-cn.com/
 Live Restore Enabled: false
 Product License: Community Engine

run

run

$ sudo docker run ubuntu:14.04 /bin/echo 'Hello world'
Hello world

查看 docker run 参数

pip3 install runlike

格式：runlike -p <容器名>|<容器ID>



-it

neo@Netkiller-iMac ~> docker run -it nginx:latest /bin/sh

--restart 参数

该参数用于指定自动重启docker容器策略，包含3个选项：no，
on-failure[:times]，always，unless-stopped

no 默认值，表示容器退出时，docker不自动重启容器
docker run --restart=no [容器名]

on-failure 若容器的退出状态非0，则docker自动重启容器，还可以指定重启次
数，若超过指定次数未能启动容器则放弃
docker run --restart=on-failure:3 [容器名]

always 容器退出时总是重启
docker run --restart=always [容器名]

unless-stopped 容器退出时总是重启，但不考虑Docker守护进程启动时就已经停
止的容器

docker run --restart=unless-stopped [容器名]

--privileged 让 root 具备真正的 root 权限

[root@localhost ~]# docker run -t -i centos:latest bash
[root@test /]# lsblk
NAME   MAJ:MIN RM  SIZE RO TYPE MOUNTPOINT
vda    254:0    0 59.6G  0 disk 



|-vda1 254:1    0 59.6G  0 part /etc/hosts
`-vda2 252:1    0    1G  0 part
[root@test /]# mount  /dev/vda2  /mnt/
mount: permission denied

加入 --privileged 选项后

[root@netkiller ~]# docker run -t -i  --privileged  
centos:latest bash
[root@test /]# mount  /dev/vda2  /mnt/

设置环境变量

docker run -e VAR1=value1 --env VAR2=value2 ubuntu
docker run --env VAR1=value1 --env VAR2=value2 ubuntu

DNS

docker run --dns 8.8.8.8 busybox:latest

add-host

docker run --add-host=test.netkiller.cn:172.16.0.73 
busybox:latest



暴漏端口

 
docker run -p 80:80 ubuntu bash
docker run -p 127.0.0.1:80:80 ubuntu bash
docker run -p 127.0.0.1:80:80/tcp ubuntu bash

内存资源分配

-m 或者--memory :分配内存

--memory-swap：分配临时内存

 
docker run -it -m 200M --memory-swap=400M ubuntu

给ubuntu分配200兆内存和400M交换分区，一般memory-swap默认
是内存两倍。

查看 python 包位置

[root@netkiller ~]# docker run --rm python:3.14 python -c 
"import site; print(site.getsitepackages())"
['/usr/local/lib/python3.14/site-packages']

[root@netkiller ~]# docker run --rm -v site-packages:/data 
python:3.14 cp -r /usr/local/lib/python3.14/site-packages/ 
/data/

start / stop / restart



sudo docker start silly_bohr
silly_bohr

$ sudo docker stop silly_bohr
silly_bohr

$ sudo docker restart silly_bohr
silly_bohr

更新容器参数

为容器增加 --restart 参数

如果容器启动时没有设置–restart参数，则通过下面命令进行更新：
docker update --restart=always [容器名]

docker update --restart=unless-stopped chatgpt

root@homeassistant:~# docker inspect homeassistant | grep -i -A 
5 RestartPolicy
            "RestartPolicy": {
                "Name": "",
                "MaximumRetryCount": 0
            },

root@homeassistant:~# docker update homeassistant --
restart=always
homeassistant



root@homeassistant:~# docker inspect homeassistant | grep -i -A 
3 RestartPolicy
            "RestartPolicy": {
                "Name": "always",
                "MaximumRetryCount": 0
            },

ps

OPTIONS说明：
-a :显示所有的容器，包括未运行的。
-f :根据条件过滤显示的内容。
--format :指定返回值的模板文件。
-l :显示最近创建的容器。
-n :列出最近创建的n个容器。
--no-trunc :不截断输出。
-q :静默模式，只显示容器编号。
-s :显示总的文件大小。

sudo docker ps

$ sudo docker ps -l
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES
84391d1de0fc ubuntu:14.04 /bin/echo Hello worl 31 minutes ago 
Exit 0 romantic_ritchie

不截断输出，显示完整信息

正常情况下无法显示完整的 COMMAND 信息



neo@MacBook-Pro-Neo ~ % docker ps    
CONTAINER ID   IMAGE          COMMAND                  CREATED   
STATUS              PORTS                                       
NAMES
08252e252e11   eb705d309426   "redis-server /etc/r…"   About a 
minute ago   Up About a minute   0.0.0.0:6379->6379/tcp, 
:::6379->6379/tcp   redis

使用 --no-trunc 参数可以显示完整信息

neo@MacBook-Pro-Neo ~ % docker ps --no-trunc  
CONTAINER ID                                                     
IMAGE                                                            
COMMAND                                                     
CREATED              STATUS              PORTS                   
NAMES
08252e252e113105568f8b60b7bcee2f47978938402e440ba6874221a162122
0   
sha256:eb705d3094264a13130234869af89b635138f3d05b964ffdf6b3ee96
1f44a664   "redis-server /etc/redis.conf --requirepass 
yourpassword"   About a minute ago   Up About a minute   
0.0.0.0:6379->6379/tcp, :::6379->6379/tcp   redis

格式化输出

格式化选项(--format)

.ID 容器ID

.Image 镜像ID

.Command Quoted command

.CreatedAt 创建容器的时间点.

.RunningFor 从容器创建到现在过去的时间.

.Ports 暴露的端口.



.Status 容器状态.

.Size 容器占用硬盘大小.

.Names 容器名称.

.Labels 容器所有的标签.

.Label 指定label的值 例如'{{.Label “com.docker.swarm.cpu”}}’

.Mounts 挂载到这个容器的数据卷名称

$ docker ps --format "{{.Names}}={{.ID}}"
portal=04b421501ab7
price=098f85c3c916
admin=8617cb486566

kill 信号

docker kill -s HUP <CONTAINER ID>

top

$ sudo docker ps
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES
13b2a4a31455 ubuntu:14.04 /bin/bash 3 hours ago Up 3 hours 
silly_bohr

$ sudo docker top silly_bohr
UID PID PPID C STIME TTY TIME CMD
root 23225 22908 0 12:17 pts/14 00:00:00 /bin/bash

inspect



$ sudo docker inspect silly_bohr
[{
    "ID": 
"13b2a4a3145528d087c9d1580fa78aaa52e8a9bb973c9da923bceb9f9b9e7e
5a",
    "Created": "2014-07-17T04:17:45.262480632Z",
    "Path": "/bin/bash",
    "Args": [],
    "Config": {
        "Hostname": "13b2a4a31455",
        "Domainname": "",
        "User": "",
        "Memory": 0,
        "MemorySwap": 0,
        "CpuShares": 0,
        "AttachStdin": true,
        "AttachStdout": true,
        "AttachStderr": true,
        "PortSpecs": null,
        "ExposedPorts": null,
        "Tty": true,
        "OpenStdin": true,
        "StdinOnce": true,
        "Env": [
            "HOME=/",
            
"PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/
bin"
        ],
        "Cmd": [
            "/bin/bash"
        ],
        "Dns": [
            "8.8.8.8",
            "8.8.4.4"
        ],
        "Image": "ubuntu",
        "Volumes": null,
        "VolumesFrom": "",
        "WorkingDir": "",
        "Entrypoint": null,
        "NetworkDisabled": false,



        "OnBuild": null
    },
    "State": {
        "Running": true,
        "Pid": 23225,
        "ExitCode": 0,
        "StartedAt": "2014-07-17T04:17:45.672269614Z",
        "FinishedAt": "0001-01-01T00:00:00Z",
        "Ghost": false
    },
    "Image": 
"e54ca5efa2e962582a223ca9810f7f1b62ea9b5c3975d14a5da79d3bf6020f
37",
    "NetworkSettings": {
        "IPAddress": "172.17.0.2",
        "IPPrefixLen": 16,
        "Gateway": "172.17.42.1",
        "Bridge": "docker0",
        "PortMapping": null,
        "Ports": {}
    },
    "ResolvConfPath": 
"/var/lib/docker/containers/13b2a4a3145528d087c9d1580fa78aaa52e
8a9bb973c9da923bceb9f9b9e7e5a/resolv.conf",
    "HostnamePath": 
"/var/lib/docker/containers/13b2a4a3145528d087c9d1580fa78aaa52e
8a9bb973c9da923bceb9f9b9e7e5a/hostname",
    "HostsPath": 
"/var/lib/docker/containers/13b2a4a3145528d087c9d1580fa78aaa52e
8a9bb973c9da923bceb9f9b9e7e5a/hosts",
    "Name": "/silly_bohr",
    "Driver": "aufs",
    "ExecDriver": "native-0.1",
    "Volumes": {},
    "VolumesRW": {},
    "HostConfig": {
        "Binds": null,
        "ContainerIDFile": "",
        "LxcConf": [],
        "Privileged": false,
        "PortBindings": {},
        "Links": null,
        "PublishAllPorts": false
    }
}]



获取容器名称

neo@MacBook-Pro ~ % docker inspect --format='{{.Name}}' 
$(docker ps -aq)
/redis-cli
/cluster_redisslave3_1
/cluster_redismaster3_1
/cluster_redismaster2_1
/cluster_redisslave2_1
/cluster_redismaster1_1
/cluster_redisslave1_1
/cluster_redis-image_1
/devel_eureka_1
/devel_config_1
/quizzical_heisenberg

neo@MacBook-Pro ~ % docker inspect --format='{{.Name}}' 
$(docker ps -aq)|cut -d"/" -f2
redis-cli
cluster_redisslave3_1
cluster_redismaster3_1
cluster_redismaster2_1
cluster_redisslave2_1
cluster_redismaster1_1
cluster_redisslave1_1
cluster_redis-image_1
devel_eureka_1
devel_config_1
quizzical_heisenberg

容器镜像名称

neo@MacBook-Pro ~ % docker inspect --format='{{.Config.Image}}' 
`docker ps -a -q`



netkiller/redis:latest
netkiller/redis
netkiller/redis
netkiller/redis
netkiller/redis
netkiller/redis
netkiller/redis
netkiller/redis:latest
netkiller/eureka:latest
netkiller/config:latest
netkiller/eureka

获取容器主机名 Hostname

neo@MacBook-Pro ~ % docker inspect --format '{{ 
.Config.Hostname }}' $(docker ps -q)
dbea51159085
79126b58e92a
5d1fff33a3e1
42a58cb957d9
68904b82d071
70a20dd0396d
742313f2af46

查询 IP 地址

$ sudo docker inspect -f '{{ .NetworkSettings.IPAddress }}' 
silly_bohr

[root@development ~]# docker ps | grep mysql
84639b1810a1   mysql:5.7                     "docker-



entrypoint.s…"   2 weeks ago    Up 22 hours        
0.0.0.0:3306->3306/tcp, :::3306->3306/tcp, 33060/tcp             
mysql

[root@development ~]# docker inspect -f '{{range 
.NetworkSettings.Networks}}{{.IPAddress}}{{end}}' mysql
172.21.0.4

neo@MacBook-Pro ~ % docker inspect --format='{{range 
.NetworkSettings.Networks}}{{.IPAddress}}{{end}}' $(docker ps -
q)

172.24.0.7
172.24.0.6
172.24.0.5
172.24.0.4
172.24.0.3
172.24.0.2

获取容器的MAC地址

neo@MacBook-Pro ~ % docker inspect --format='{{range 
.NetworkSettings.Networks}}{{.MacAddress}}{{end}}' $(docker ps 
-a -q)

02:42:ac:18:00:07
02:42:ac:18:00:06
02:42:ac:18:00:05
02:42:ac:18:00:04
02:42:ac:18:00:03
02:42:ac:18:00:02

查询子网



[root@development ~]# docker network ls | grep nginx
a82ea0e05c7b   nginx_default           bridge    local

[root@development ~]# docker network inspect -f '{{range 
.IPAM.Config}}{{.Subnet}}{{end}}' nginx_default
172.26.0.0/16

容器日志

neo@MacBook-Pro ~ % docker inspect --format='{{.LogPath}}' 
`docker ps -a -q`
/var/lib/docker/containers/dbea511590859fee80565d1c047da2443d62
f72f79627c7a97fd891b3ae41168/dbea511590859fee80565d1c047da2443d
62f72f79627c7a97fd891b3ae41168-json.log
/var/lib/docker/containers/79126b58e92adbe933d8e39966af1e19cd86
7afe509deca2689fd27e5d25dce7/79126b58e92adbe933d8e39966af1e19cd
867afe509deca2689fd27e5d25dce7-json.log
/var/lib/docker/containers/5d1fff33a3e14d409e2ef675820d68af0fdd
6d512a7db06540b02b612eb889cc/5d1fff33a3e14d409e2ef675820d68af0f
dd6d512a7db06540b02b612eb889cc-json.log
/var/lib/docker/containers/42a58cb957d965d5ac0aa5d329c6b68aa7f6
2cae096f974df99281f50c4819ab/42a58cb957d965d5ac0aa5d329c6b68aa7
f62cae096f974df99281f50c4819ab-json.log
/var/lib/docker/containers/68904b82d071b956757a54c50d95122210e8
4012542ec3cbe354b72601bf62ba/68904b82d071b956757a54c50d95122210
e84012542ec3cbe354b72601bf62ba-json.log
/var/lib/docker/containers/70a20dd0396d4b48314bfe119d71fc810fe1
7fcb174d0bfb116bb8da53bff677/70a20dd0396d4b48314bfe119d71fc810f
e17fcb174d0bfb116bb8da53bff677-json.log
/var/lib/docker/containers/742313f2af466b7b932f8562e0dc75a228c7
f815b4eb5a35dd1618d94c88bf7e/742313f2af466b7b932f8562e0dc75a228
c7f815b4eb5a35dd1618d94c88bf7e-json.log
/var/lib/docker/containers/d60dcf49c5d4c78904c442f8fb09e5d3d57a
9a2d21f6abaae7ee2d36bcc3e4a2/d60dcf49c5d4c78904c442f8fb09e5d3d5
7a9a2d21f6abaae7ee2d36bcc3e4a2-json.log
/var/lib/docker/containers/44c7ea7593838db1cea824862ee9708c7714
3d0e07d12cae0116cd8231eb2d1c/44c7ea7593838db1cea824862ee9708c77
143d0e07d12cae0116cd8231eb2d1c-json.log



/var/lib/docker/containers/ae3c930f6eca854c9dc1c2ae84b7c870d63f
3731290d347dc27fcf85c36821e5/ae3c930f6eca854c9dc1c2ae84b7c870d6
3f3731290d347dc27fcf85c36821e5-json.log
/var/lib/docker/containers/9beae3d5f5132e5f733e044d634b1e8b2650
c30151db1a8468109bbf891be674/9beae3d5f5132e5f733e044d634b1e8b26
50c30151db1a8468109bbf891be674-json.log

获取 json 配置

neo@MacBook-Pro ~ % docker inspect --format='{{json .Config}}' 
dbea51159085 | jq
{
  "Hostname": "dbea51159085",
  "Domainname": "",
  "User": "",
  "AttachStdin": false,
  "AttachStdout": false,
  "AttachStderr": false,
  "ExposedPorts": {
    "6379/tcp": {}
  },
  "Tty": false,
  "OpenStdin": false,
  "StdinOnce": false,
  "Env": [
    
"PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/
bin",
    "GOSU_VERSION=1.10",
    "REDIS_VERSION=5.0.4",
    
"REDIS_DOWNLOAD_URL=http://download.redis.io/releases/redis-
5.0.4.tar.gz",
    
"REDIS_DOWNLOAD_SHA=3ce9ceff5a23f60913e1573f6dfcd4aa53b42d4a278
9e28fa53ec2bd28c987dd",
    "REDIS_PORT=6379"
  ],
  "Cmd": [
    "redis-cli"



  ],
  "Image": "netkiller/redis:latest",
  "Volumes": {
    "/data": {}
  },
  "WorkingDir": "/data",
  "Entrypoint": [
    "/docker-entrypoint.sh"
  ],
  "OnBuild": null,
  "Labels": {
    "com.docker.compose.config-hash": 
"f2e8434ec82c796bceac48461d71d487ff3fb53f711220a1efb976c59bd4d6
8c",
    "com.docker.compose.container-number": "1",
    "com.docker.compose.oneoff": "False",
    "com.docker.compose.project": "cluster",
    "com.docker.compose.service": "redis-cli",
    "com.docker.compose.version": "1.23.2"
  }
}

函数

拆分和组合

neo@MacBook-Pro ~ % docker inspect --format '{{join 
.Config.Entrypoint " , "}}' dbea51159085
/docker-entrypoint.sh

neo@MacBook-Pro ~ % docker inspect --format '{{.HostsPath}}' 
dbea51159085 
/var/lib/docker/containers/dbea511590859fee80565d1c047da2443d62
f72f79627c7a97fd891b3ae41168/hosts
neo@MacBook-Pro ~ % docker inspect --format '{{split .HostsPath 
"/"}}' dbea51159085
[ var lib docker containers 
dbea511590859fee80565d1c047da2443d62f72f79627c7a97fd891b3ae4116
8 hosts]



大小写转换

neo@MacBook-Pro ~ % docker inspect --format "{{lower .Name}}"  
dbea51159085                 
/redis-cli
neo@MacBook-Pro ~ % docker inspect --format "{{upper .Name}}" 
dbea51159085
/REDIS-CLI

首字母大写

neo@MacBook-Pro ~ % docker inspect --format "{{title 
.State.Status}}" dbea51159085
Restarting

长度计算

neo@MacBook-Pro ~ % docker inspect --format '{{len .Name}}' 
dbea51159085
10

打印字符串

neo@MacBook-Pro ~ % INSTANCE_ID=42a58cb957d9                     

neo@MacBook-Pro ~ % docker inspect --format '{{.State.Pid}}



{{.State.ExitCode}}' $INSTANCE_ID   
745770

neo@MacBook-Pro ~ % docker inspect --format '{{print .State.Pid 
.State.ExitCode}}' $INSTANCE_ID
74577 0

neo@MacBook-Pro ~ % docker inspect --format '{{printf "Pid:%d 
ExitCode:%d" .State.Pid .State.ExitCode}}' $INSTANCE_ID
Pid:74577 ExitCode:0

neo@MacBook-Pro ~ % docker inspect --format '{{.State.Pid}}
{{print "|"}}{{.State.ExitCode}}' $INSTANCE_ID 
74577|0

综合查询

neo@MacBook-Pro ~ % docker inspect --format 'Hostname:{{ 
.Config.Hostname }}  Name:{{.Name}} IP:{{range 
.NetworkSettings.Networks}}{{.IPAddress}}{{end}}' $(docker ps -
q)
Hostname:dbea51159085  Name:/redis-cli IP:
Hostname:79126b58e92a  Name:/cluster_redisslave3_1 
IP:172.24.0.7
Hostname:5d1fff33a3e1  Name:/cluster_redismaster3_1 
IP:172.24.0.6
Hostname:42a58cb957d9  Name:/cluster_redismaster2_1 
IP:172.24.0.5
Hostname:68904b82d071  Name:/cluster_redisslave2_1 
IP:172.24.0.4
Hostname:70a20dd0396d  Name:/cluster_redismaster1_1 
IP:172.24.0.3
Hostname:742313f2af46  Name:/cluster_redisslave1_1 
IP:172.24.0.2



docker inspect --format '{{ .Config.Hostname }}:{{range 
.NetworkSettings.Networks}}{{.IPAddress}}{{end}}' $(docker ps -
q) 

查看 Mount 目录

[root@netkiller ~]# docker inspect gitlab | grep Mounts -A 20
        "Mounts": [
            {
                "Source": "/srv/gitlab/config",
                "Destination": "/etc/gitlab",
                "Mode": "",
                "RW": true,
                "Propagation": "rprivate"
            },
            {
                "Source": "/srv/gitlab/logs",
                "Destination": "/var/log/gitlab",
                "Mode": "",
                "RW": true,
                "Propagation": "rprivate"
            },
            {
                "Source": "/srv/gitlab/data",
                "Destination": "/var/opt/gitlab",
                "Mode": "",
                "RW": true,
                "Propagation": "rprivate"

查看容易环境变量

docker inspect agent --format '{{range .Config.Env}}{{println 
.}}{{end}}' |
  grep '^APP_ENV='



镜像管理

查看镜像

$ sudo docker images
REPOSITORY TAG IMAGE ID CREATED VIRTUAL SIZE
ubuntu 14.10 58faa899733f 2 weeks ago 196 MB
ubuntu utopic 58faa899733f 2 weeks ago 196 MB
ubuntu precise ea7d6801c538 3 weeks ago 127.5 MB
ubuntu 12.04 ea7d6801c538 3 weeks ago 127.5 MB
ubuntu 12.10 c5881f11ded9 4 weeks ago 172.2 MB
ubuntu quantal c5881f11ded9 4 weeks ago 172.2 MB
ubuntu 13.04 463ff6be4238 4 weeks ago 169.4 MB
ubuntu raring 463ff6be4238 4 weeks ago 169.4 MB
ubuntu 13.10 195eb90b5349 4 weeks ago 184.7 MB
ubuntu saucy
195eb90b5349 4 weeks ago 184.7 MB
ubuntu 14.04 e54ca5efa2e9 4 weeks ago 276.5 MB
ubuntu latest e54ca5efa2e9 4 weeks ago 276.5 MB
ubuntu trusty e54ca5efa2e9 4 weeks ago 276.5 MB
ubuntu 10.04 3db9c44f4520 12 weeks ago 183 MB
ubuntu lucid 3db9c44f4520 12 weeks ago 183 MB

格式化

[root@production watch]# docker images --format "
{{.Repository}}:{{.Tag}}"
nginx:latest
redis:latest
eclipse-mosquitto:latest
openjdk:22
openjdk:17



获取新镜像

$ sudo docker pull centos
Pulling repository centos
b7de3133ff98: Pulling dependent layers
5cc9e91966f7: Pulling fs layer
511136ea3c5a: Download complete
ef52fb1fe610: Download complete

批量删除镜像

 
docker rmi $(docker images --format "{{.ID}}: {{.Repository}}" 
| grep fscs | cut -d: -f1)

删除 <none> 镜像

neo@MacBook-Pro ~/git/springcloud/webflux % docker images | 
grep none | cut -f2
<none>                                     <none>              
0fe48d3d68c6        About an hour ago   487MB
<none>                                     <none>              
8372211e8f27        About an hour ago   487MB
<none>                                     <none>              
10e486f8b7e0        About an hour ago   487MB
<none>                                     <none>              
4e741a99e2f7        About an hour ago   487MB
<none>                                     <none>              
ecb48c238139        About an hour ago   487MB
<none>                                     <none>              
5fb2543fe938        About an hour ago   487MB
<none>                                     <none>              
2638e33e8168        About an hour ago   487MB
<none>                                     <none>              



447651629be0        About an hour ago   470MB
<none>                                     <none>              
f66e1450b24b        About an hour ago   487MB
<none>                                     <none>              
90e5e4ccedb1        2 hours ago         486MB
<none>                                     <none>              
4de93b767f79        3 hours ago         486MB
<none>                                     <none>              
746b7846eb74        3 hours ago         470MB
<none>                                     <none>              
cb45a33c957a        3 hours ago         470MB
<none>                                     <none>              
7a1e07e37dc6        3 hours ago         105MB

neo@MacBook-Pro ~/git/springcloud/webflux % docker rmi -f 
$(docker images | grep none | awk '{print $3}')
Deleted: 
sha256:0fe48d3d68c6e6784b6080a14a0f06eec55a29f2593b601579ffa3e3
4e0de6fe
Deleted: 
sha256:14a1b072ff90eeccd14530b60576fe488917df6bf4e1e369dfc841ad
f8827e72
Deleted: 
sha256:08f9d5b08dca78932767195c9188f6c32fccf6a8394ce0955ae280ca
785187c2
Deleted: 
sha256:8372211e8f27dd23093b151a157b990b2d96feec2d3dd9ab38acbd66
45c423c9
Deleted: 
sha256:d47c4aec3dec6beae787a1e1ab0245e69ca0e0aeaca76db2decaee3c
5be13c5c
Deleted: 
sha256:e791fe1e86eeb86c4195d3558bb67025deaee36c5430fb83c60ab8c1
88774667
Deleted: 
sha256:10e486f8b7e000f5deb920cdd7db4d56fceab689747eda8ba365419d
7abb7461
Deleted: 
sha256:eaccd2521fab18511d5aa1e51184f25442c3e717e29e85ff255c1f4f
031ea572
Deleted: 
sha256:3af7330310b481636cdf756208cac87de4704612f95af2d309aa327b
5d1fd30b
Deleted: 
sha256:4e741a99e2f707b6957be436d384d087200ebd11c8673b2c0c1e8bae



f304fbfb

批量删除镜像

logs

显示容器运行日志，用于排查异常情况

$ docker logs [OPTIONS] CONTAINER
  Options:
        --details        显示更多的信息
    -f, --follow         跟踪实时日志
        --since string   显示自某个timestamp之后的日志，或相对时间，
如42m（即42分钟）
        --tail string    从日志末尾显示多少行日志， 默认是all
    -t, --timestamps     显示时间戳
        --until string   显示自某个timestamp之前的日志，或相对时间，
如42m（即42分钟）

例如下面是nginx容易启动出错日志

[root@netkiller]# docker logs my-nginx-container
nginx: [emerg] invalid server name or wildcard "www.*.com" on 
0.0.0.0:80
nginx: [emerg] invalid server name or wildcard "www.*.com" on 
0.0.0.0:80
nginx: [emerg] invalid server name or wildcard "www.*.com" on 
0.0.0.0:80



nginx: [emerg] invalid server name or wildcard "www.*.com" on 
0.0.0.0:80
nginx: [emerg] invalid server name or wildcard "www.*.com" on 
0.0.0.0:80
nginx: [emerg] invalid server name or wildcard "www.*.com" on 
0.0.0.0:80

跟踪实时日志

$ docker logs -f CONTAINER_ID

显示时间戳

$ docker logs --since 30m
$ docker logs -t --since="2018-02-08" --tail=100 CONTAINER_ID

显示一段范围内的日志

按时间范围查询日志

$ docker logs --since "2023-01-01" --until "2023-01-02" api
$ docker logs -t --since="2019-02-08T12:20:30" --until "2019-
02-09T12:23:30" CONTAINER_ID

删除容器日志



docker inspect --format='{{.LogPath}}' <container_id_or_name>
sudo truncate -s 0 $(docker inspect --format='{{.LogPath}}' 
<container_id_or_name>)

删除所有日志

docker ps -aq | xargs -I {} sh -c 'truncate -s 0 "$(docker 
inspect --format="{{.LogPath}}" {})"'

重置 Docker

docker ps -aq | xargs docker rm -f
docker images -aq | xargs docker rmi -f

仓库操作

https://docs.docker.com/engine/reference/commandline/login/

登陆到一个Docker镜像仓库，如果未指定镜像仓库地址，默认为
官方仓库 Docker Hub

登陆

docker login -u 用户名 -p 密码

登陆到私有仓库

https://docs.docker.com/engine/reference/commandline/login/


$ docker login localhost:8080

从标准输出传递密码

$ cat ~/my_password.txt | docker login --username foo --
password-stdin

注销

docker logout

build

$ docker build -f /path/to/a/Dockerfile .

网络管理

docker network create -d bridge --subnet 172.25.0.0/16 
private_network

docker run -d -v 
/usr/local/etc/redis/redis.conf:/usr/local/etc/redis/redis.conf 
-p 6379:6379 --network=private_network --name redis redis 



redis-server /usr/local/etc/redis/redis.conf

事件信息

neo@MacBook-Pro-Neo ~ % docker events
2020-10-22T21:29:44.289075472+08:00 network create 
8eab34642596e253eb51aa40cc4f5c4c14fb88f1bad7c8cbdeacc2ad411cdb4
4 (name=search_elastic, type=bridge)
2020-10-22T21:29:44.304732058+08:00 volume create search_data01 
(driver=local)
2020-10-22T21:29:44.319023013+08:00 volume create search_data02 
(driver=local)
2020-10-22T21:29:44.331507541+08:00 volume create search_data03 
(driver=local)
2020-10-22T21:29:44.584989392+08:00 volume create search_data01 
(driver=local)

从 docker 中复制文件

neo@MacBook-Pro-Neo ~ % docker cp 
13acbc98fb35:/etc/nginx/nginx.conf nginx/conf

复制文件和目录

[root@localhost nginx]# docker cp nginx:/etc/nginx/nginx.conf .
[root@localhost nginx]# docker cp nginx:/etc/nginx/conf.d .



docker create --name tmp python:3.14
docker cp tmp:/usr/local/lib/python3.14/site-packages ./site-
packages
docker rm tmp

查看历史记录

neo@MacBook-Pro-Neo ~/workspace/Linux % docker history 
prom/prometheus:latest
IMAGE          CREATED        CREATED BY                         
SIZE      COMMENT
267e73020447   9 days ago     /bin/sh -c #(nop)  CMD ["--
config.file=/etc/…   0B        
<missing>      9 days ago     /bin/sh -c #(nop)  ENTRYPOINT 
["/bin/prometh…   0B        
<missing>      9 days ago     /bin/sh -c #(nop) WORKDIR 
/prometheus           0B        
<missing>      9 days ago     /bin/sh -c #(nop)  VOLUME 
[/prometheus]         0B        
<missing>      9 days ago     /bin/sh -c #(nop)  EXPOSE 9090     
0B        
<missing>      9 days ago     /bin/sh -c #(nop)  USER nobody     
0B        
<missing>      9 days ago     |2 ARCH=amd64 OS=linux /bin/sh -c 
mkdir -p /…   1kB       
<missing>      9 days ago     |2 ARCH=amd64 OS=linux /bin/sh -c 
ln -s /usr…   70B       
<missing>      9 days ago     /bin/sh -c #(nop) COPY 
file:ccd2272d74b950d3…   129kB     
<missing>      9 days ago     /bin/sh -c #(nop) COPY 
file:e56be853b56584e3…   3.65kB    
<missing>      9 days ago     /bin/sh -c #(nop) COPY 
file:141c5dcfe0148c05…   11.4kB    
<missing>      9 days ago     /bin/sh -c #(nop) COPY 
dir:fb3645c7e168b5a4c…   19.5kB    
<missing>      9 days ago     /bin/sh -c #(nop) COPY 
dir:6111a57e3d623c34c…   9.04kB    



<missing>      9 days ago     /bin/sh -c #(nop) COPY 
file:a1aaf2bddcc0da1d…   934B      
<missing>      9 days ago     /bin/sh -c #(nop) COPY 
file:32c8fb6cc8e0278c…   91.1MB    
<missing>      9 days ago     /bin/sh -c #(nop) COPY 
file:a9b6183415409ccb…   102MB     
<missing>      9 days ago     /bin/sh -c #(nop)  ARG OS=linux    
0B        
<missing>      9 days ago     /bin/sh -c #(nop)  ARG ARCH=amd64  
0B        
<missing>      9 days ago     /bin/sh -c #(nop)  LABEL 
maintainer=The Prom…   0B        
<missing>      3 months ago   /bin/sh -c #(nop) COPY 
dir:bb5589ed25434b0b5…   1.44MB    
<missing>      3 months ago   /bin/sh -c #(nop)  MAINTAINER The 
Prometheus…   0B        
<missing>      3 months ago   /bin/sh -c #(nop)  CMD ["sh"]      
0B        
<missing>      3 months ago   /bin/sh -c #(nop) ADD 
file:dc794c2febce9ec5b…   1.24MB  

使用 --no-trunc 可以查看被隐藏的部分

neo@MacBook-Pro-Neo ~/workspace/Linux % docker history --no-
trunc docker.io/mysql:latest

docker history nginx:latest --format "{{.CreatedBy}}" --no-
trunc

ubuntu@VM-0-13-ubuntu:~$ sudo docker history nginx:latest --
format "{{.CreatedBy}}" --no-trunc
/bin/sh -c #(nop)  CMD ["nginx" "-g" "daemon off;"]



/bin/sh -c #(nop)  STOPSIGNAL SIGQUIT
/bin/sh -c #(nop)  EXPOSE 80
/bin/sh -c #(nop)  ENTRYPOINT ["/docker-entrypoint.sh"]
/bin/sh -c #(nop) COPY 
file:e57eef017a414ca793499729d80a7b9075790c9a804f930f1417e56d50
6970cf in /docker-entrypoint.d 
/bin/sh -c #(nop) COPY 
file:36429cfeeb299f9913b84ea136b004be12fbe4bb4f975a977a3608044e
8bfa91 in /docker-entrypoint.d 
/bin/sh -c #(nop) COPY 
file:d4375883ed5db364232ccf781e8ad28514cd005edb385d43dbfb984f2c
63edb9 in /docker-entrypoint.d 
/bin/sh -c #(nop) COPY 
file:5c18272734349488bd0c94ec8d382c872c1a0a435cca13bd4671353d60
21d2cb in /docker-entrypoint.d 
/bin/sh -c #(nop) COPY 
file:7b307b62e82255f040c9812421a30090bf9abf3685f27b02d77fcca99f
997911 in / 
/bin/sh -c set -x     && groupadd --system --gid 101 nginx     
&& useradd --system --gid nginx --no-create-home --home 
/nonexistent --comment "nginx user" --shell /bin/false --uid 
101 nginx     && apt-get update     && apt-get install --no-
install-recommends --no-install-suggests -y gnupg1 ca-
certificates     &&     
NGINX_GPGKEY=573BFD6B3D8FBC641079A6ABABF5BD827BD9BF62;     
NGINX_GPGKEY_PATH=/usr/share/keyrings/nginx-archive-
keyring.gpg;     export GNUPGHOME="$(mktemp -d)";     found='';  
for server in         hkp://keyserver.ubuntu.com:80         
pgp.mit.edu     ; do         echo "Fetching GPG key 
$NGINX_GPGKEY from $server";         gpg1 --keyserver "$server" 
--keyserver-options timeout=10 --recv-keys "$NGINX_GPGKEY" && 
found=yes && break;     done;     test -z "$found" && echo >&2 
"error: failed to fetch GPG key $NGINX_GPGKEY" && exit 1;     
gpg1 --export "$NGINX_GPGKEY" > "$NGINX_GPGKEY_PATH" ;     rm -
rf "$GNUPGHOME";     apt-get remove --purge --auto-remove -y 
gnupg1 && rm -rf /var/lib/apt/lists/*     && dpkgArch="$(dpkg -
-print-architecture)"     && nginxPackages="         
nginx=${NGINX_VERSION}-${PKG_RELEASE}         nginx-module-
xslt=${NGINX_VERSION}-${PKG_RELEASE}         nginx-module-
geoip=${NGINX_VERSION}-${PKG_RELEASE}         nginx-module-
image-filter=${NGINX_VERSION}-${PKG_RELEASE}         nginx-
module-njs=${NGINX_VERSION}+${NJS_VERSION}-${PKG_RELEASE}     "  
&& case "$dpkgArch" in         amd64|arm64)             echo 
"deb [signed-by=$NGINX_GPGKEY_PATH] 
https://nginx.org/packages/mainline/debian/ bookworm nginx" >> 



/etc/apt/sources.list.d/nginx.list             && apt-get 
update             ;;         *)             echo "deb-src 
[signed-by=$NGINX_GPGKEY_PATH] 
https://nginx.org/packages/mainline/debian/ bookworm nginx" >> 
/etc/apt/sources.list.d/nginx.list                         && 
tempDir="$(mktemp -d)"             && chmod 777 "$tempDir"       
&& savedAptMark="$(apt-mark showmanual)"                         
&& apt-get update             && apt-get build-dep -y 
$nginxPackages             && (                 cd "$tempDir"    
&& DEB_BUILD_OPTIONS="nocheck parallel=$(nproc)"                 
apt-get source --compile $nginxPackages             )            
&& apt-mark showmanual | xargs apt-mark auto > /dev/null         
&& { [ -z "$savedAptMark" ] || apt-mark manual $savedAptMark; }  
&& ls -lAFh "$tempDir"             && ( cd "$tempDir" && dpkg-
scanpackages . > Packages )             && grep '^Package: ' 
"$tempDir/Packages"             && echo "deb [ trusted=yes ] 
file://$tempDir ./" > /etc/apt/sources.list.d/temp.list          
&& apt-get -o Acquire::GzipIndexes=false update             ;;   
esac         && apt-get install --no-install-recommends --no-
install-suggests -y                         $nginxPackages       
gettext-base                         curl     && apt-get remove 
--purge --auto-remove -y && rm -rf /var/lib/apt/lists/* 
/etc/apt/sources.list.d/nginx.list         && if [ -n 
"$tempDir" ]; then         apt-get purge -y --auto-remove        
&& rm -rf "$tempDir" /etc/apt/sources.list.d/temp.list;     fi   
&& ln -sf /dev/stdout /var/log/nginx/access.log     && ln -sf 
/dev/stderr /var/log/nginx/error.log     && mkdir /docker-
entrypoint.d
/bin/sh -c #(nop)  ENV PKG_RELEASE=1~bookworm
/bin/sh -c #(nop)  ENV NJS_VERSION=0.7.12
/bin/sh -c #(nop)  ENV NGINX_VERSION=1.25.1
/bin/sh -c #(nop)  LABEL maintainer=NGINX Docker Maintainers 
<docker-maint@nginx.com>
/bin/sh -c #(nop)  CMD ["bash"]
/bin/sh -c #(nop) ADD 
file:ba1250b6ecd5dd09d4914189d72741c2817988994e7da514bf62be439a
34bdb5 in / 

安全漏洞扫描



Neo-iMac:nginx neo$ docker scan
Usage: docker scan [OPTIONS] IMAGE

A tool to scan your images

Options:
      --accept-license    Accept using a third party scanning 
provider
      --dependency-tree   Show dependency tree with scan 
results
      --exclude-base      Exclude base image from vulnerability 
scanning (requires --file)
  -f, --file string       Dockerfile associated with image, 
provides more detailed results
      --group-issues      Aggregate duplicated vulnerabilities 
and group them to a single one (requires --json)
      --json              Output results in JSON format
      --login             Authenticate to the scan provider 
using an optional token (with --token), or web base token if 
empty
      --reject-license    Reject using a third party scanning 
provider
      --severity string   Only report vulnerabilities of 
provided level or higher (low|medium|high)
      --token string      Authentication token to login to the 
third party scanning provider
      --version           Display version of the scan plugin
"docker scan" requires exactly 1 argument

Neo-iMac:nginx neo$ docker scan redis:latest
Neo-iMac:nginx neo$ docker scan 192.168.30.5/netkiller.cn/java

Contexts



Neo-iMac:~ neo$ docker context
Manage contexts

Usage:
  docker context [command]

Available Commands:
  create      Create new context
  export      Export a context to a tar or kubeconfig file
  import      Import a context from a tar or zip file
  inspect     Display detailed information on one or more 
contexts
  list        List available contexts
  rm          Remove one or more contexts
  show        Print the current context
  update      Update a context
  use         Set the default context

Flags:
  -h, --help   Help for context

Use "docker context [command] --help" for more information 
about a command.

查看

Neo-iMac:~ neo$ docker context ls
NAME                TYPE                DESCRIPTION              
DOCKER ENDPOINT                             KUBERNETES ENDPOINT  
ORCHESTRATOR
default *           moby                Current DOCKER_HOST 
based configuration   unix:///var/run/docker.sock                
swarm
desktop-linux       moby                                         
unix:///Users/neo/.docker/run/docker.sock   



创建

localhost default unix:///var/run/docker.sock
Remote host remote ssh://user@remotemachine
docker-in-docker dind tcp://127.0.0.1:2375

Neo-iMac:~ neo$ docker context create development --docker 
"host=ssh://root@192.168.30.11"
development
Successfully created context "development"

Neo-iMac:~ neo$ docker context create testing --docker 
"host=tcp://192.168.30.11:2376"
testing
Successfully created context "testing"

Neo-iMac:~ neo$ docker context ls
NAME                TYPE                DESCRIPTION              
DOCKER ENDPOINT                             KUBERNETES ENDPOINT  
ORCHESTRATOR
default *           moby                Current DOCKER_HOST 
based configuration   unix:///var/run/docker.sock                
swarm
desktop-linux       moby                                         
unix:///Users/neo/.docker/run/docker.sock                        
development         moby                                         
ssh://root@192.168.30.11                                         
testing             moby                                         
tcp://192.168.30.11:2376  

inspect



Neo-iMac:~ neo$ docker context inspect
[
    {
        "Name": "default",
        "Metadata": {
            "StackOrchestrator": "swarm"
        },
        "Endpoints": {
            "docker": {
                "Host": "unix:///var/run/docker.sock",
                "SkipTLSVerify": false
            }
        },
        "TLSMaterial": {},
        "Storage": {
            "MetadataPath": "\u003cIN MEMORY\u003e",
            "TLSPath": "\u003cIN MEMORY\u003e"
        }
    }
]

使用 context

切换默认为 development

Neo-iMac:~ neo$ docker context use development
development

查看，注意 * 指标

Neo-iMac:~ neo$ docker context ls
NAME                TYPE                DESCRIPTION              
DOCKER ENDPOINT                             KUBERNETES ENDPOINT  



ORCHESTRATOR
default             moby                Current DOCKER_HOST 
based configuration   unix:///var/run/docker.sock                
swarm
desktop-linux       moby                                         
unix:///Users/neo/.docker/run/docker.sock                        
development *       moby                                         
ssh://root@192.168.30.11                                         
testing             moby                                         
tcp://192.168.30.11:2376                                         

连接到 development 查看 ps

Neo-iMac:~ neo$ docker ps
CONTAINER ID   IMAGE                         COMMAND             
CREATED        STATUS        PORTS                               
NAMES
be36eb55d2a7   openjdk:8                     "java -jar 
/app/neo…"   6 days ago     Up 40 hours   0.0.0.0:8088-
>8080/tcp, :::8088->8080/tcp                                     
api
5c6892c6d488   redis:alpine                  "docker-
entrypoint.s…"   2 months ago   Up 2 weeks    0.0.0.0:6379-
>6379/tcp, :::6379->6379/tcp                                     
redis
9ee2a3aab354   portainer/agent               "./agent"           
3 months ago   Up 2 weeks    0.0.0.0:9001->9001/tcp, :::9001-
>9001/tcp                                              
portainer-agent
84639b1810a1   mysql:5.7                     "docker-
entrypoint.s…"   3 months ago   Up 2 weeks    0.0.0.0:3306-
>3306/tcp, :::3306->3306/tcp, 33060/tcp                          
mysql

删除



Neo-iMac:~ neo$ docker context rm testing
testing

--context 参数

Neo-iMac:~ neo$ docker --context default ps
CONTAINER ID   IMAGE     COMMAND   CREATED   STATUS    PORTS     
NAMES

Neo-iMac:~ neo$ docker --context development ps
CONTAINER ID   IMAGE                         COMMAND             
CREATED        STATUS        PORTS                               
NAMES
be36eb55d2a7   openjdk:8                     "java -jar 
/app/neo…"   6 days ago     Up 41 hours   0.0.0.0:8088-
>8080/tcp, :::8088->8080/tcp                                     
api

镜像迁移 save / load

服务器 A

# 查看本地镜像（获取镜像名:标签 或 镜像ID）
[root@testing ~]# docker images

# 导出单个镜像（推荐：指定输出文件名，更清晰）
[root@testing ~]# docker save -o openjdk25.tar openjdk:25

# 导出镜像并压缩（节省空间，需安装gzip）
[root@testing ~]# docker save openjdk:25 | gzip > 
/tmp/openjdk25.tar.gz



# 复制到服务器 B
[root@testing ~]# scp openjdk25.tar.gz root@172.22.11.165:/tmp/

服务器 B

# 导入未压缩的tar文件
[root@production ~]# gunzip /tmp/openjdk25.tar.gz
[root@production ~]# docker load -i /tmp/openjdk25.tar

[root@production ~]# docker images | grep openjdk
openjdk                                            25            
d19b487d0613   4 months ago   610MB
openjdk                                            21            
079114de2be1   2 years ago    504MB
openjdk                                            8             
b273004037cc   3 years ago    526MB

# 导入压缩的tar.gz文件（需先解压或直接管道处理）
[root@production ~]# gzip -d -c my-image-v1.tar.gz | docker 
load

迁移多个镜像

# 导出多个镜像到同一个tar文件

[root@development ~]# docker save openjdk:8 openjdk:21 
document:latest | gzip > /tmp/openjdk.tar.gz
[root@development ~]# scp /tmp/openjdk.tar.gz 
root@172.22.11.170:/tmp

# 导入压缩的tar.gz文件
[root@production ~]# gzip -d -c /tmp/openjdk.tar.gz | docker 
load



system

df - 查看 Docker 磁盘使用情况

查看 Docker 磁盘使用情况，包括镜像、容器、本地卷和构建缓存
的占用空间及可回收空间。

[root@netkiller ~]# docker system df
TYPE            TOTAL     ACTIVE    SIZE      RECLAIMABLE
Images          8         4         4.699GB   2.746GB (58%)
Containers      4         4         51.89GB   0B (0%)
Local Volumes   0         0         0B        0B
Build Cache     62        0         1.226GB   524.4MB

[root@netkiller ~]# docker system df -v
Images space usage:

REPOSITORY                               TAG         IMAGE ID    
CREATED         SIZE      SHARED SIZE   UNIQUE SIZE   
CONTAINERS
caddy                                    latest      
a4ef43ffa2b9   6 months ago    62.1MB    8.442MB       53.67MB   
0
document                                 latest      
cc8d5e397871   6 months ago    1.41GB    1.021GB       389MB     
1
<none>                                   <none>      
c9c409e53830   6 months ago    1.32GB    1.021GB       296.5MB   
0
docker.1ms.run/library/eclipse-temurin   25-alpine   
d7bd1cf31181   7 months ago    302MB     8.442MB       294MB     
0
<none>                                   <none>      
c06dce8f1dae   10 months ago   1.31GB    0B            1.308GB   
0
openjdk                                  25          
d19b487d0613   12 months ago   610MB     0B            609.5MB   



1
nginx                                    latest      
be69f2940aaf   16 months ago   192MB     0B            192.5MB   
1
openjdk                                  8           
b273004037cc   4 years ago     526MB     0B            526MB     
1

Containers space usage:

CONTAINER ID   IMAGE             COMMAND                  LOCAL 
VOLUMES   SIZE      CREATED        STATUS        NAMES
16f6fbc05a69   openjdk:25        "java --enable-nativ…"   0      
51.9GB    6 months ago   Up 12 days    api
d4ef0f0619d1   document:latest   "python main.py"         0      
1.12MB    6 months ago   Up 6 months   document
934efe36807d   nginx:latest      "/docker-entrypoint.…"   0      
2B        8 months ago   Up 4 months   nginx
4549d4942795   openjdk:8         "java -jar /app/admi…"   0      
20MB      8 months ago   Up 6 months   admin

Local Volumes space usage:

VOLUME NAME   LINKS     SIZE

Build cache usage: 1.226GB

CACHE ID       CACHE TYPE     SIZE      CREATED         LAST 
USED       USAGE     SHARED
avmv0n0rau6x   regular        0B        14 months ago   14 
months ago   1         false
wqvcramp0p9n   regular        0B        14 months ago   14 
months ago   1         false
hylqze185qwe   regular        0B        14 months ago   14 
months ago   1         false
8sur855eel1d   regular        0B        14 months ago   14 
months ago   1         false
zd1mrvr1udwg   regular        0B        14 months ago   14 
months ago   1         false
kgje80lrpd1r   regular        0B        14 months ago   14 
months ago   1         false
lph9e75w06z5   regular        0B        14 months ago   14 
months ago   1         false
42kcl53dof7w   regular        135B      14 months ago   14 
months ago   1         false



imnbcn5q9s5z   regular        0B        14 months ago   14 
months ago   1         false
q6b8x52wiehp   regular        175MB     14 months ago   14 
months ago   1         false
giz9lnrh55rm   regular        2.3kB     14 months ago   14 
months ago   1         false
x4yiw3mlsj55   regular        0B        14 months ago   14 
months ago   1         false
bpnfm9dy2x08   regular        0B        14 months ago   14 
months ago   1         false
1w8wjld6c1ep   regular        0B        14 months ago   14 
months ago   1         false
1ns344vlqw8n   regular        0B        14 months ago   14 
months ago   1         false
qobyghrf8cke   regular        0B        14 months ago   14 
months ago   1         false
m78hxds49uhb   regular        0B        14 months ago   14 
months ago   1         false
laeindd0i3sw   regular        135B      14 months ago   14 
months ago   1         false
l6kayzivurfu   regular        2.3kB     14 months ago   14 
months ago   1         false
eq7eccv3kc0m   regular        0B        14 months ago   14 
months ago   1         false
vrixigru0uqi   regular        0B        14 months ago   14 
months ago   1         false
fnpxdd4q0egq   regular        2.48kB    14 months ago   14 
months ago   1         false
rc7fcfwvir9x   regular        2.78kB    14 months ago   14 
months ago   2         false
wfh2r7kebawc   regular        175MB     14 months ago   14 
months ago   4         false
1u9bqwahu8j7   regular        2.78kB    14 months ago   14 
months ago   1         false
p6cfsdektp0e   regular        2.84kB    13 months ago   13 
months ago   1         false
ko3kx0xoydd7   regular        0B        10 months ago   10 
months ago   1         true
frbeu2qx0svk   regular        0B        10 months ago   10 
months ago   1         true
rs3nbfethmed   regular        0B        10 months ago   10 
months ago   1         true
kmcvtj895uzj   regular        0B        10 months ago   10 
months ago   1         true
abz7gvhas7k2   regular        0B        10 months ago   10 



months ago   1         true
sow2t98v6zwr   regular        0B        10 months ago   10 
months ago   1         true
w2akcyas93yl   regular        0B        10 months ago   10 
months ago   1         true
2zhpwukxdwxg   regular        135B      10 months ago   10 
months ago   1         false
iv23xmhyezsj   regular        175MB     10 months ago   10 
months ago   1         false
k6s22eqobjib   regular        2.84kB    10 months ago   10 
months ago   1         false
i4s9fxngbuci   regular        200B      10 months ago   10 
months ago   1         true
ofjc0rfswtwy   regular        200MB     10 months ago   10 
months ago   1         true
zjg1g44s74lv   regular        9.58kB    10 months ago   10 
months ago   1         true
aoopp964qnuq   regular        0B        10 months ago   10 
months ago   2         true
pb14vymjv8t7   regular        0B        6 months ago    6 
months ago    1         true
uneuqfdndlud   regular        0B        6 months ago    6 
months ago    1         true
xzg5tc0fe1ka   regular        200B      6 months ago    6 
months ago    1         true
pwaauuvg4t41   regular        208MB     6 months ago    6 
months ago    1         true
rowmxaoq5u9l   regular        9.1kB     6 months ago    6 
months ago    1         true
x20zr013g5gc   regular        0B        6 months ago    6 
months ago    1         true
uhwcej1jmyvk   regular        0B        6 months ago    6 
months ago    1         true
nncnejwhb6h8   regular        0B        6 months ago    6 
months ago    2         true
70gksilkltu0   regular        0B        6 months ago    6 
months ago    2         true
dcguperbpujn   regular        0B        6 months ago    6 
months ago    2         true
1y9r118sict9   regular        0B        6 months ago    6 
months ago    2         true
tmuxv2vpajit   regular        0B        6 months ago    6 
months ago    1         true
ndm7oaz0ndjp   regular        0B        6 months ago    6 
months ago    1         true



qsynqhu735sb   regular        200B      6 months ago    6 
months ago    1         true
1qt630k0a7ly   source.local   189B      14 months ago   6 
months ago    11        false
rmz3ejet8y63   regular        210MB     6 months ago    6 
months ago    1         true
kl6u3ltjuyvv   source.local   0B        14 months ago   6 
months ago    11        false
3z4a0a0skhcg   regular        0B        6 months ago    6 
months ago    1         true
0as9bh2sbky3   regular        0B        6 months ago    6 
months ago    1         true
stfzo8fes4t1   source.local   2.43kB    14 months ago   6 
months ago    11        false
wbixf10jnskc   regular        9.1kB     6 months ago    6 
months ago    1         true
|tecvvyx34jcv   regular        83.5MB    6 months ago    6 
months ago    1         true

docker system info - 查看 Docker 系统信息

显示 Docker 守护进程的系统级信息，包括容器数量、镜像数量、
存储驱动、内核版本等。

[root@netkiller ~]# docker system info
Client: Docker Engine - Community
 Version:    27.3.1
 Context:    default
 Debug Mode: false
 Plugins:
  buildx: Docker Buildx (Docker Inc.)
  compose: Docker Compose (Docker Inc.)

Server:
 Containers: 4
  Running: 4
  Paused: 0
  Stopped: 0
 Images: 8



 Server Version: 27.3.1
 Storage Driver: overlay2
  Backing Filesystem: xfs
  Supports d_type: true
  Using metacopy: false
  Native Overlay Diff: true
 Logging Driver: json-file
 Cgroup Driver: systemd
 Cgroup Version: 2
 Plugins:
  Volume: local
  Network: bridge host ipvlan macvlan null overlay
  Log: awslogs fluentd gcplogs gelf journald json-file local 
splunk syslog
 Kernel Version: 5.15.0-134-generic
 Operating System: Ubuntu 22.04.5 LTS
 OSType: linux
 Architecture: x86_64
 CPUs: 8
 Total Memory: 15.48GiB
 Name: netkiller
 ID: xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx
 Docker Root Dir: /var/lib/docker
 Debug Mode: false
 Registry: https://index.docker.io/v1/
 Experimental: false
 Insecure Registries:
  127.0.0.0/8
 Registry Mirrors:
  https://docker.1ms.run/
 Live Restore Enabled: false

docker system prune - 清理无用资源

清理所有未使用的资源（已停止的容器、未被任何容器引用的网
络、悬空镜像、悬空构建缓存）。

[root@netkiller ~]# docker system prune
WARNING! This will remove:



  - all stopped containers
  - all networks not used by at least one container
  - all dangling images
  - all dangling build cache

Are you sure you want to continue? [y/N] y
Deleted Containers:
abcdef1234567890...

Total reclaimed space: 1.234GB

docker system prune -a --volumes - 深度清理

使用 -a 参数清理所有未被使用的镜像（不仅是悬空镜像），使用
--volumes 参数同时清理未使用的卷。

[root@netkiller ~]# docker system prune -a --volumes
WARNING! This will remove:
  - all stopped containers
  - all networks not used by at least one container
  - all volumes not used by at least one container
  - all images without at least one container associated to 
them
  - all build cache

Are you sure you want to continue? [y/N] y
Deleted Images:
untagged: openjdk:latest
deleted: sha256:d19b487d0613...

Total reclaimed space: 2.746GB

docker system prune --filter - 条件过滤清理

使用 --filter 参数按条件过滤，只清理满足条件的资源。



# 清理超过 24 小时未使用的镜像
[root@netkiller ~]# docker system prune -a --filter "until=24h"

# 清理指定标签的镜像
[root@netkiller ~]# docker system prune -a --filter 
"label=env=test"

# 清理超过 1 周的构建缓存
[root@netkiller ~]# docker builder prune --filter "until=168h"

定时清理 Docker 资源

通过 crontab 定期执行清理任务，防止磁盘空间耗尽。

# 每天凌晨 3 点清理悬空镜像和构建缓存
[root@netkiller ~]# crontab -e
0 3 * * * docker system prune -f >> /var/log/docker-prune.log 
2>&1

# 每周日凌晨 4 点深度清理（包括未使用的镜像和卷）
0 4 * * 0 docker system prune -a --volumes -f >> 
/var/log/docker-prune.log 2>&1

docker system events - 实时监控 Docker 事件

实时获取 Docker 守护进程的事件流，包括容器的创建、启动、停
止、销毁等操作。

[root@netkiller ~]# docker system events
2026-08-04T16:30:00.000000000+08:00 container start 
16f6fbc05a69 (image=openjdk:25, name=api)
2026-08-04T16:30:01.000000000+08:00 network connect 



abcdef123456 (name=bridge, container=16f6fbc05a69)
2026-08-04T16:31:00.000000000+08:00 container die 16f6fbc05a69 
(exitCode=0, image=openjdk:25, name=api)
2026-08-04T16:31:01.000000000+08:00 container stop 16f6fbc05a69 
(image=openjdk:25, name=api)

按条件过滤事件

# 只监控容器事件
[root@netkiller ~]# docker system events --filter 
'type=container'

# 监控指定容器的事件
[root@netkiller ~]# docker system events --filter 
'container=api'

# 监控指定镜像的事件
[root@netkiller ~]# docker system events --filter 
'image=openjdk:25'

# 只显示特定事件类型
[root@netkiller ~]# docker system events --filter 'event=start' 
--filter 'event=stop'

# 指定时间范围查看历史事件
[root@netkiller ~]# docker system events --since '2026-08-
01T00:00:00' --until '2026-08-04T23:59:59'

格式化输出事件

# 以 JSON 格式输出事件
[root@netkiller ~]# docker system events --format '{{json .}}'
{"status":"start","id":"16f6fbc05a69","Type":"container","Actio
n":"start","Actor":{"ID":"16f6fbc05a69","Attributes":



{"image":"openjdk:25","name":"api"}},"time":1722768600,"timeNan
o":1722768600000000000}

# 自定义输出格式
[root@netkiller ~]# docker system events --format '{{.Time}} 
{{.Type}} {{.Action}} {{.Actor.ID}}'

docker system 常用命令汇总

命令 说明 常用场景
docker system df 查看磁盘使用情况 排查磁盘空间不足

docker system df -v 查看磁盘使用详情 定位具体的镜像/容器/
卷占用

docker system info 查看 Docker 系统信
息

查看守护进程配置、内
核版本等

docker system prune 清理未使用的资源 释放磁盘空间

docker system prune -a 深度清理（含未使用
镜像） 大规模清理镜像

docker system prune -a -
-volumes

深度清理（含未使用
卷） 彻底清理无用数据

docker system events 实时监控事件流 排查容器生命周期问题
docker system events --
filter 按条件过滤事件 定向监控特定容器/镜

像
docker system events --
format 格式化事件输出 对接日志收集系统

4.2. docker-compose - Define and run multi-container
applications with Docker.

Docker Compose v3

安装 docker-compose

使用 pip 安装



yum install -y python-pip
pip install docker-compose

OSCM 安装

curl -s 
https://raw.githubusercontent.com/oscm/shell/master/virtualizat
ion/docker/docker-compose.sh | bash

查看版本号

[root@localhost ~]# docker-compose version
docker-compose version 1.29.2, build 5becea4c
docker-py version: 5.0.0
CPython version: 3.7.10
OpenSSL version: OpenSSL 1.1.0l  10 Sep 2019

快速入门

[root@localhost tmp]# cat app.py 
import time

import redis
from flask import Flask

app = Flask(__name__)
cache = redis.Redis(host='redis', port=6379)



def get_hit_count():
    retries = 5
    while True:
        try:
            return cache.incr('hits')
        except redis.exceptions.ConnectionError as exc:
            if retries == 0:
                raise exc
            retries -= 1
            time.sleep(0.5)

@app.route('/')
def hello():
    count = get_hit_count()
    return 'Hello World! I have been seen {} 
times.\n'.format(count)

if __name__ == "__main__":
    app.run(host="0.0.0.0", debug=True)

[root@localhost tmp]# cat requirements.txt 
flask
redis

[root@localhost tmp]# cat Dockerfile 
FROM python:3.4-alpine
ADD . /code
WORKDIR /code
RUN pip install -r requirements.txt
CMD ["python", "app.py"]



[root@localhost tmp]# cat docker-compose.yml 
version: '2'
services:
  web:
    build: .
    ports:
     - "5000:5000"
  redis:
    image: "redis:alpine"

启动

docker-compose up

[root@localhost docker]# docker-compose up

守护进程

docker-compose up -d

启动指定服务



[root@localhost docker]# docker-compose up mysql
[root@localhost docker]# docker-compose up -d mysql

指定 yml 文件

$ docker-compose -f docker-compose.yml up -d

停止

停止

docker-compose down

[root@localhost docker]# docker-compose down
Removing docker_membersrvc_1 ... done

启动

查看进程

docker-compose ps

[root@localhost docker]# docker-compose ps 
      Name                     Command               State       
Ports                                  
---------------------------------------------------------------
---------------------------------------------------------------
-----
test_membersrvc_1   membersrvc                       Up      



0.0.0.0:7054->7054/tcp                                           
test_vp0_1          sh -c sleep 5; peer node s ...   Up      
0.0.0.0:7050->7050/tcp, 0.0.0.0:7051->7051/tcp, 0.0.0.0:7053-
>7053/tcp

查看日志

docker-compose logs -f vp0

查看最后100行日志

[www@testing api.netkiller.cn]$ sudo docker-compose logs -f --
tail=100

执行命令

docker-compose exec vp0 bash

运行

docker-compose run vp0 bash



4.3. Docker Scan

安装

 
dnf install docker-scan-plugin

扫描

 
docker scan nginx



5. 镜像管理

Docker 镜像地址 https://registry.hub.docker.com/

5.1. 搜索镜像

$ sudo docker search centos |more
NAME                                            DESCRIPTION      
STARS     OFFICIAL   AUTOMATED
centos                                          The official 
build of CentOS.                   542       [OK]       
tianon/centos                                   CentOS 5 and 6, 
created using rinse instea...   28                   
ansible/centos7-ansible                         Ansible on 
Centos7                              13                   [OK]
saltstack/centos-6-minimal                                       
7                    [OK]
blalor/centos                                   Bare-bones base 
CentOS 6.5 image                7                    [OK]
steeef/graphite-centos                          CentOS 6.x with 
Graphite and Carbon via ng...   6                    [OK]
ariya/centos6-teamcity-server                   TeamCity Server 
8.1 on CentOS 6                 6                    [OK]
tutum/centos                                    Centos image 
with SSH access. For the root...   5                    [OK]
tutum/centos-6.4                                DEPRECATED. Use 
tutum/centos:6.4 instead. ...   5                    [OK]

5.2. 获取镜像

可以使用 docker pull 命令来从官网仓库获取所需要的镜像。

$ sudo docker pull ubuntu:14.04

https://registry.hub.docker.com/


等同于

$ sudo docker pull registry.hub.docker.com/ubuntu:14.04

获得所有版本镜像

$ sudo docker pull ubuntu

$ sudo docker images
REPOSITORY          TAG                 IMAGE ID            
CREATED             VIRTUAL SIZE
ubuntu              utopic              277eb4304907        3 
days ago          215.6 MB
ubuntu              14.10               277eb4304907        3 
days ago          215.6 MB
ubuntu              14.04               5506de2b643b        3 
days ago          197.8 MB
ubuntu              trusty              5506de2b643b        3 
days ago          197.8 MB
ubuntu              latest              5506de2b643b        3 
days ago          197.8 MB
ubuntu              14.04.1             5506de2b643b        3 
days ago          197.8 MB
ubuntu              precise             0b310e6bf058        3 
days ago          116.1 MB
ubuntu              12.04.5             0b310e6bf058        3 
days ago          116.1 MB
ubuntu              12.04               0b310e6bf058        3 
days ago          116.1 MB
ubuntu              12.10               c5881f11ded9        4 
months ago        172.1 MB
ubuntu              quantal             c5881f11ded9        4 
months ago        172.1 MB
ubuntu              13.04               463ff6be4238        4 
months ago        169.4 MB



ubuntu              raring              463ff6be4238        4 
months ago        169.4 MB
ubuntu              13.10               195eb90b5349        4 
months ago        184.6 MB
ubuntu              saucy               195eb90b5349        4 
months ago        184.6 MB
ubuntu              10.04               3db9c44f4520        6 
months ago        183 MB
ubuntu              lucid               3db9c44f4520        6 
months ago        183 MB

从其他服务器获得镜像

$ sudo docker pull dl.dockerpool.com:5000/ubuntu:12.04

完成后，即可随时使用该镜像了，例如创建一个容器，让其中运
行 bash 应用。

$ sudo docker run -t -i ubuntu:14.10 /bin/bash

5.3. 列出本地镜像

$ sudo docker images
REPOSITORY          TAG                 IMAGE ID            
CREATED             VIRTUAL SIZE
ubuntu              14.10               277eb4304907        3 
days ago          215.6 MB
ubuntu              latest              5506de2b643b        3 
days ago          197.8 MB



5.4. tag

版本标签

docker tag ubuntu:15.10 runoob/ubuntu:v3

latest 标签

docker tag netkiller/config:10.10 netkiller/config

在不同仓库间打标签

iMac:registry neo$ docker tag 
127.0.0.1:5000/netkiller/config:latest 
192.168.64.2:30050/netkiller/config:latest

5.5. 保存和载入镜像

保存镜像

$sudo docker save -o ubuntu_14.10.tar ubuntu:14.10



载入镜像

$ sudo docker load -i image.tar
或

$ sudo docker load --input ubuntu_14.10.tar
或

$ sudo docker load < ubuntu_14.10.tar

例如，我们需要吧 openjdk 镜像从一个服务器，复制到另一个服
务器上去。

[root@netkiller ~]# docker save -o openjdk.tar openjdk:8
[root@netkiller ~]# gzip openjdk.tar

[root@production ~]# gunzip openjdk.tar.gz 

[root@production ~]# docker load -i openjdk.tar 
9c742cd6c7a5: Loading layer 
[==================================================>]  
129.2MB/129.2MB
03127cdb479b: Loading layer 
[==================================================>]   
11.3MB/11.3MB
293d5db30c9f: Loading layer 
[==================================================>]  
19.31MB/19.31MB
9b55156abf26: Loading layer 
[==================================================>]  
156.5MB/156.5MB
b626401ef603: Loading layer 
[==================================================>]  
11.74MB/11.74MB
53a0b163e995: Loading layer 
[==================================================>]  



3.584kB/3.584kB
6b5aaff44254: Loading layer 
[==================================================>]  
209.8MB/209.8MB
Loaded image: openjdk:8

[root@production ~]# docker images
REPOSITORY          TAG       IMAGE ID       CREATED         
SIZE
nginx               latest    7383c266ef25   7 weeks ago     
188MB
redis               latest    9509c4dd19fb   2 months ago    
116MB
eclipse-mosquitto   latest    c5ad25289f64   2 months ago    
13.3MB
openjdk             22        2a271298cf19   3 months ago    
557MB
openjdk             8         b273004037cc   22 months ago   
526MB
openjdk             17        5e28ba2b4cdb   2 years ago     
471MB

5.6. 删除本地镜像

$ sudo docker rmi ubuntu:12.04
Untagged: ubuntu:12.04

强制删除所有镜像

docker rmi -f $(docker images -q)

删除 none 标签镜像



docker images | grep none | awk '{ print $3; }' | xargs docker 
rmi

5.7. history 镜像历史纪录

镜像历史纪录

# docker history centos:tomcat
IMAGE               CREATED             CREATED BY               
SIZE                COMMENT
2faf9a2d2bdc        22 hours ago        /bin/sh -c #(nop)  CMD 
["catalina.sh" "run"]    0 B                 
8e12c1e8fd89        22 hours ago        /bin/sh -c #(nop)  
EXPOSE 8080/tcp              0 B                 
35158d8231c5        22 hours ago        /bin/sh -c #(nop)  
VOLUME [/srv/tomcat/temp]    0 B                 
4302c5c13241        22 hours ago        /bin/sh -c #(nop)  
VOLUME [/srv/tomcat/work]    0 B                 
53537696aa19        22 hours ago        /bin/sh -c #(nop) ADD 
file:ac42f23f37092b9...   298 B               
be04ba27a9ae        23 hours ago        /bin/sh -c set -x   && 
wget -O tomcat.tar....   8.75 MB             
847be662a35f        5 days ago          /bin/sh -c #(nop)  ENV 
TOMCAT_ASC_URL=http...   0 B                 
ac6550346558        5 days ago          /bin/sh -c #(nop)  ENV 
TOMCAT_TGZ_URL=http...   0 B                 
50c12be7ca48        5 days ago          /bin/sh -c #(nop)  ENV 
TOMCAT_VERSION=8.5.15    0 B                 
89c44758e4ae        5 days ago          /bin/sh -c #(nop)  ENV 
TOMCAT_MAJOR=8           0 B                 
560ad98c1b23        5 days ago          /bin/sh -c yum install 
-y java-1.8.0-openj...   236 MB              
befeedbb7dc7        5 days ago          /bin/sh -c #(nop) 
WORKDIR /srv/tomcat           0 B                 
c85cf394faf8        5 days ago          /bin/sh -c mkdir -p 
"$CATALINA_HOME"            0 B                 
debf78012b2c        5 days ago          /bin/sh -c #(nop)  ENV 



PATH=/srv/tomcat/bi...   0 B                 
ccc27f4f3bcf        5 days ago          /bin/sh -c #(nop)  ENV 
CATALINA_HOME=/srv/...   0 B                 
8f351964d568        6 days ago          /bin/sh -c #(nop)  
MAINTAINER Netkiller <n...   0 B                 
3bee3060bfc8        9 days ago          /bin/sh -c #(nop)  CMD 
["/bin/bash"]            0 B                 
<missing>           9 days ago          /bin/sh -c #(nop)  
LABEL name=CentOS Base ...   0 B                 
<missing>           9 days ago          /bin/sh -c #(nop) ADD 
file:d22a9c627d1d1f3...   193 MB

docker history docker.io/mysql:5.7
docker history --no-trunc docker.io/mysql:5.7

neo@MacBook-Pro-Neo ~ % docker history 
docker.elastic.co/kibana/kibana:7.9.2
IMAGE               CREATED             CREATED BY               
SIZE                COMMENT
ba296c26886a        4 weeks ago         /bin/sh -c #(nop)  CMD 
["/usr/local/bin/kiba…   0B                  
<missing>           4 weeks ago         /bin/sh -c #(nop)  
ENTRYPOINT ["/usr/local/b…   0B                  
<missing>           4 weeks ago         /bin/sh -c #(nop)  
LABEL org.label-schema.sc…   0B                  
<missing>           4 weeks ago         /bin/sh -c #(nop)  USER 
kibana                  0B                  
<missing>           4 weeks ago         /bin/sh -c groupadd --
gid 1000 kibana && use…   360kB               
<missing>           4 weeks ago         /bin/sh -c find / -xdev 
-perm -4000 -exec ch…   484kB               
<missing>           4 weeks ago         /bin/sh -c chmod g+ws 
/usr/share/kibana && f…   0B                  
<missing>           4 weeks ago         /bin/sh -c #(nop) COPY 
--chown=1000:0file:49…   9.69kB              
<missing>           4 weeks ago         /bin/sh -c #(nop) COPY 
--chown=1000:0file:ea…   234B                



<missing>           4 weeks ago         /bin/sh -c #(nop)  ENV 
PATH=/usr/share/kiban…   0B                  
<missing>           4 weeks ago         /bin/sh -c #(nop)  ENV 
ELASTIC_CONTAINER=true   0B                  
<missing>           4 weeks ago         /bin/sh -c ln -s 
/usr/share/kibana /opt/kiba…   17B                 
<missing>           4 weeks ago         /bin/sh -c #(nop) 
WORKDIR /usr/share/kibana     0B                  
<missing>           4 weeks ago         /bin/sh -c #(nop) COPY 
--chown=1000:0dir:e8c…   941MB               
<missing>           4 weeks ago         /bin/sh -c chmod +x 
/usr/local/bin/dumb-init    54.7kB              
<missing>           4 weeks ago         /bin/sh -c echo 
"37f2c1f0372a45554f1b89924fb…   0B                  
<missing>           4 weeks ago         /bin/sh -c curl -L -o 
/usr/local/bin/dumb-in…   75.2kB              
<missing>           4 weeks ago         /bin/sh -c yum update -
y && yum install -y f…   31.1MB              
<missing>           4 weeks ago         /bin/sh -c #(nop)  
EXPOSE 5601                  0B                  
<missing>           2 months ago        /bin/sh -c #(nop)  CMD 
["/bin/bash"]            0B                  
<missing>           2 months ago        /bin/sh -c #(nop)  
LABEL org.label-schema.sc…   0B                  
<missing>           2 months ago        /bin/sh -c #(nop) ADD 
file:61908381d3142ffba…   203MB  

5.8. format 用法

docker images --format "{{.Repository}}:{{.Tag}}" | grep 
':latest' 

5.9. inspect

[root@netkiller ~]# docker image inspect redis:latest | grep -i 



version
                "GOSU_VERSION=1.14",
                "REDIS_VERSION=7.0.4",
        "DockerVersion": "20.10.12",
                "GOSU_VERSION=1.14",
                "REDIS_VERSION=7.0.4",

5.10. 查看镜像内容

docker run -it --entrypoint sh <images>

操作演示

[root@netkiller ~]# docker run -it --entrypoint sh nginx:latest
# find / | more
/
/bin
/bin/bash
/bin/cat
/bin/chgrp
/bin/chmod
/bin/chown




























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































